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▸ Reverse engineering. From bare metal firmware to Operating 
Systems…

▸ HW Hacker. Memory chip extractions, intraboard attacks, fault 
injection…

▸ Code review. Firmware, Operating Systems, Server-client 
Applications…

▸ I like to break stuff and face challenges but also to find fixes and 
mitigations for my findings.

About me
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▸Highly-skilled security authorities, real-world expertise 
▸ Industry leading research in:

▸Automotive, Transportation, Healthcare, SCADA/ICS, Robotics, 
Smart Cities and Silicon

▸ ‘Attacker’ mindset with unshakeable ethics
▸ Breadth, depth of global services
▸ Multimillion dollar hardware hacking labs in Seattle, Madrid, and 

UK 
▸Staying power: company founded in 1998

▸ Commitment to assuring client satisfaction

Who We Are

©2022 IOActive, Inc. All rights reserved.
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▸ Most major passenger vehicle manufacturers (US, EMEA, Japan)
▸ Almost every major commercial vehicle manufacturer (US, EMEA)
▸ Several autonomous vehicle manufacturers
▸ Several EVSE manufacturers and operators
▸ Many tier 1 suppliers
▸ Many tier 2+ suppliers
▸ Some fleet operators
▸ Numerous telematics providers
▸ Have reviewed IT, OT and PT in vehicle space
▸ Numerous non-ground vehicle clients

Vehicle Cybersecurity Customers



Motivations
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▸ Number one, It is fun.
▸ Check NFC relay attack against Newest Tesla Model Y. Is it still 

possible like other Tesla Models? 
▸ Using Proxmark with its newest available features. Blueshark + 

standalone.
▸ Explore the attack over Bluetooth, WiFi and Internet (mule & 

attacker).
▸ Explore NFC distances between mule and card or phone.

Motivations
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NFC Relay attack
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▸ Nothing new, being exploited by attackers since many years ago.
▸ Relay the cryptographic material between client and vehicle.

Relay Attack
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▸ How the NFC feature works in vehicles (oversimplified):

Relay Attack

©2023 IOActive, Inc. All rights reserved.
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▸ Sniff communications between client (card or phone) and vehicle.
▸ Reverse engineer protocol, from low level to application layer 

(APDU).
▸ Build 2 clients. Mule (smartphone or embedded device). Attacker, 

Proxmark that communicates with vehicle and Mule’s device.
▸ Experiment with it.

The Plan

©2023 IOActive, Inc. All rights reserved.
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▸ Proxmark RDV 4.0 with Blueshark module.

The Tool

©2023 IOActive, Inc. All rights reserved.
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▸ Why:

- It is very small, portable and cheap.
- It is very powerful. Lots of capabilities with blueshark module.
- Can be used for the Sniffing process.
- Can be used to perform the attack.

The Tool

©2023 IOActive, Inc. All rights reserved.
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▸ Blueshark module:
- Adds Battery, no cable is needed to power the Proxmark.
- Adds Bluetooth capability to the Proxmark.

The Tool

©2023 IOActive, Inc. All rights reserved.
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▸ Standalone mode:
- Proxmark has an ARM SoC where you can run your own code.
- Our code can interact with the Bluetooth chip over UART and with 

the Proxmark’s FPGA for the NFC comms. More on this later..

The Tool

©2023 IOActive, Inc. All rights reserved.
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▸ Sniff communications between client (card or phone) and vehicle.
▸ Reverse engineer protocol, from low level to application layer 

(APDU).
▸ Build 2 clients. Mule (smartphone or embedded device). Attacker, 

Proxmark that communicates with vehicle and Mule’s device.
▸ Experiment with it.

The Plan
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Communications analysis with Proxmark.

©2023 IOActive, Inc. All rights reserved.

NFC low level 

APP layer (APDU)
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Communications analysis with Proxmark.

©2023 IOActive, Inc. All rights reserved.

1 Select AID used for 
smartphones.

1 6d00 from NFC card.

2 Select AID for NFC 
card.

2 9000 from card.
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Communications analysis with Proxmark.

©2023 IOActive, Inc. All rights reserved.

3 Crypto challenge.

4 Waiting time Extension.

5 Crypto response.
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The plan.

©2023 IOActive, Inc. All rights reserved.
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The plan.
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The Proxmark code

©2023 IOActive, Inc. All rights reserved.

Must read:

https://github.com/RfidResearchGroup/proxmark3/wiki/Standalone-mode

https://github.com/RfidResearchGroup/proxmark3/blob/master/armsrc/Standa
lone/hf_reblay.c

https://github.com/RfidResearchGroup/proxmark3/wiki/Standalone-mode
https://github.com/RfidResearchGroup/proxmark3/blob/master/armsrc/Standalone/hf_reblay.c
https://github.com/RfidResearchGroup/proxmark3/blob/master/armsrc/Standalone/hf_reblay.c
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The Proxmark code

©2023 IOActive, Inc. All rights reserved.

Emulate an ISO 14443 
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The Proxmark code
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The Proxmark code
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The Proxmark code
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The Proxmark code

©2023 IOActive, Inc. All rights reserved.



28

The Proxmark code

©2023 IOActive, Inc. All rights reserved.

First tests with two laptops and
USB Card reader
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The Proxmark code
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First tests Video.
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The Mule tool
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Smartphone. 

ü Bluetooh. WiFi. NFC. Less suspicious.
§ Normally not really good NFC antenna.

NFC Reader&Antenna + ESP32 kit or similar dev kit

ü Wifi&bluetooth.Better NFC range.
§ More suspicious.
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The Mule tool

©2023 IOActive, Inc. All rights reserved.
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The Street Test
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Conclusions after POC.

©2023 IOActive, Inc. All rights reserved.

Depending on the vehicle configuration, one relay can be enough 
to open and start the vehicle.

Tesla’s Pin to drive (4 Digit pin) is a great mitigation, but not 
enabled by default/enforced.

Pin to drive will avoid starting the car, but not opening it.
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NFC Ranges

©2023 IOActive, Inc. All rights reserved.

Let’s get real about NFC ranges.

Mule with smartphone has to be very close to the victim.

The video showed might not very real world scenario… too 
suspicious on empty street, but still possible.

Using smartphone, a more real scenario could be…
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NFC Ranges
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NFC Ranges
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NFC Ranges
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• “Small” long range reader + antenna. Up to 18cm distances
• In our tests, around 12 cm is stable.
• Fits in a purse. 178 x 178 x 6mm
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NFC Ranges
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• Long range antenna video
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Attacker - Mule Distance

©2023 IOActive, Inc. All rights reserved.

• How about distances between attacker and the mule?
• Bluetooth several meters.
• Wifi up to 80-100meters.
• Internet?? Maybe thousands of kilometers?
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The Experiment
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The Experiment

©2023 IOActive, Inc. All rights reserved.

Challenge 
(10ms+39ms)

Response 
(39ms+10ms)

AROUND 98ms FOR 
FULL RELAY with 5G
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The Experiment
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Wait for NFC 
signal from car

Send challenge to
Mule

Response from
mule?

Send respone to
Car

NO

YES

Open vehicle?

Wait for 
challenge 

Send challenge to
Victim’s card/phone

Response from 
Victim?

Send response to
Attacker

NO

YES

ATTACKER MULE
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The Experiment
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Demo
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Conclusions

©2023 IOActive, Inc. All rights reserved.

It is technically possible.

Less than 110-120ms works.

It seems that there is no limit for invalid challenge 
response, this makes the attack easier.
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Possible mitigations
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110-120ms seems a bit too permisive.

If it can be more restrictive , then WiFi and Internet can be out of the 
picture. Maybe even bluetooth.

But it could impact usability. Mayne find something in the middle 
between security and usability.

If the vehicle blocks access for , let’s say, 10 secs after invalid 
response, it would make the attack harder.
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Thank you!

©2023 IOActive, Inc. All rights reserved.

Josep.rodriguez@ioactive.com


