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Wireless attacks: Wave a white flag?

Neighborhood watch
By Robert Lemos
Special to ZDNet
July 1, 2002 

 

Residential neighborhoods are rife with unprotected networks as well. From the top of an office building in a mainly 
residential area of Seattle, several students learning hacking and security from IOActive's Pennell were able to find more 
than 30 wireless access points, most with no security. 

David Pollino, managing security architect for digital security firm @Stake, is concerned that few people are taking the 
wireless problems seriously. "Too many people are buying access points, taking them out of the box, and plugging them in," 
he said. 

Moreover, because those who use wireless networks at home typically don't keep access logs, the threat goes beyond legal 
responsibility for damages because they could easily be fingered as the perpetrator, Pollino warned. 

When the notorious Melissa virus struck in 
March 1999, law enforcement officials quickly 
tracked its release to an America Online 
account that had been hacked. AOL's logs 
indicated that the person who released the 
virus dialed in with a telephone number that 
didn't belong to the account owner. 

"Right now, the account owner has a good 
story to tell over a beer," Pollino said. "But 
what would have happened today if the person 
who released the virus got into AOL through a 
home (wireless) network? The trail would have 
gone cold at the victim's house, and they 
would likely be arrested." 

In addition, if an attack does a great deal of 
damage, the individual or company whose 
account was used in the hacking could face 
enormous liability charges, said Joseph 
Burton, a lawyer with Duane Morris who 
focuses on information security issues. 

Until now, Burton said, companies have been afraid to sue others for their security problems. "Companies are reluctant to 
bring the cases, because it's like living in a glass house and throwing the stone. Everyone is at risk." 
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